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SPYWARE EXPORTS: RECOGNIZING THE LIMITS OF 

HUMAN RIGHTS LAW 

TAMAR MEGIDDO* 

Can international human rights law hold a spyware-exporting 
state accountable for human rights violations committed by the state 
importing such technology? This article argues that it likely cannot. 

The article examines key dimensions of human rights law 
relevant to spyware abuse: extraterritorial jurisdiction; proximity 
between rights holders and duty bearers; attribution of state 
responsibility, and business and human rights. It concludes that when 
a state grants a license to a spyware vendor to export its technology to 
another sovereign state, which then misuses it, the connection between 
the exporting state and the ultimate victim is likely too remote to 
establish human rights obligations on the exporting state. 

Given this gap, the article contends that in order to advance 
human rights’ protection by exporting states, these states’ liberty to 
export surveillance technology must be legally curtailed. The way 
forward lies in developing more robust binding international legal 
frameworks to limit the export of spyware. 
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I. INTRODUCTION: SPYWARE AND HUMAN RIGHTS LAW, A 

MISFIT? 

One only needs to utter the name ‘Pegasus’ for another name to 
immediately be recalled into memory: Jamal Khashoggi. The infamous 
intrusion software Pegasus, developed by Israeli firm NSO Group, has 
been etched into collective memory in connection with the 
disappearance and suspected murder and dismemberment of the Saudi 
expat journalist upon his visit to the Saudi consulate in Istanbul in 
2018. As later reported, NSO’s software had been used to infect the 
cellphones of both Khashoggi’s fiancée and his wife, as well as that of 
a colleague with whom he collaborated to promote discourse on 
democracy and combat state oppression on Saudi social media.1 

The seemingly obvious framework of analysis of Khashoggi’s 
murder in the context of international law would be the framework of 
human rights law. Clearly, a long list of Khashoggi’s rights were 
violated, including his right to life and freedom from torture and bodily 
harm, his right to freedom of expression, and his right to privacy, along 
with the rights of others. Arguably, the physical violence inflicted upon 
Khashoggi was inseparably entwined with the intrusion into his private 
communications, attributed to the Saudi government.2  

 

 1. Shane Harris, Greg Miller & Josh Dawsey, CIA Concludes Saudi Crown Prince 
Ordered Jamal Khashoggi’s Assassination, WASH. POST (Nov. 16, 2018), 
https://www.washingtonpost.com/world/national-security/cia-concludes-saudi-
crown-prince-ordered-jamal-khashoggis-assassination/2018/11/16/98c89fe6-e9b2-
11e8-a939-9469f1166f9d_story.html; Dana Priest, A UAE Agency Put Pegasus Spyware 
on Phone of Jamal Khashoggi’s Wife Months Before His Murder, New Forensics Show, WASH. 
POST (Dec. 24, 2021), 
https://www.washingtonpost.com/nation/interactive/2021/hanan-elatr-phone-
pegasus/; Stephanie Kirchgaessner, Saudis Behind NSO Spyware Attack on Jamal 
Khashoggi’s Family, Leak Suggests, GUARDIAN (Jul. 18, 2021), 
https://www.theguardian.com/world/2021/jul/18/nso-spyware-used-to-target-
family-of-jamal-khashoggi-leaked-data-shows-saudis-pegasus. 

 2. See Harris, Miller & Dawsey, supra note 1 (discussing link tying Saudi Arabian 
government to Khashoggi killing); Priest, supra note 1 (discussing military-grade 
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Intrusion software or “spyware,” is a technology which facilitates 
remote infiltration into personal computers, smart phones, and other 
electronic devices as well as the consequent exfiltration or implanting 
of data or deployment of the device’s features (microphone, camera, 
messaging, etc.) to collect information about its owner or their 
acquaintances, without their knowledge.3  

The framework of human rights law has indeed informed the 
allegations concerning the violence inflicted on Khashoggi against 
Mohammed Bin Salman, the Saudi Crown Prince who reportedly 
issued the order targeting Khashoggi, or other Saudi government 
agents who carried out this order, including the intrusion into his and 
his relatives’ private communications.4 Human rights law has also been 
central to international diplomatic and legal efforts to curb surveillance 
and interception of communications more generally, framed 
particularly around the rights of privacy and freedom of expression and 
information.5  

However, as I argue in this article, the framework of human rights 
law may not ultimately be suited for analyzing and regulating the 
obligations of spyware-exporting states, namely those states that 

 

spyware placed on Khashoggi’s associate’s phone prior to his killing); Kirchgaessner, 
supra note 1 (discussing attempted hacking of Khashoggi’s wife’s phone tied to Saudi 
Arabian government and malicious links tied to United Arab Emirates). 

 3. Glossary: Spyware, NAT’L INST. OF STANDARDS OF TECH., COMPUT. SEC. RES. 
CTR., https://csrc.nist.gov/glossary/term/spyware (last visited Jan. 13, 2026); BILL 

MARCZAK, JOHN SCOTT-RAILTON, SARAH MCKUNE, BAHR ABDUL RAZZAK & RON 

DEIBERT, CITIZEN LAB, HIDE AND SEEK: TRACKING NSO GROUP’S PEGASUS 

SPYWARE TO OPERATIONS IN 45 COUNTRIES 75 (2018), 
https://citizenlab.ca/2018/09/hide-and-seek-tracking-nso-groups-pegasus-spyware-
to-operations-in-45-countries/. 

 4. See Harris, Miller & Dawsey, supra note 1 (discussing link tying Saudi Arabian 
government to Khashoggi killing); Priest, supra note 1 (discussing military-grade 
spyware placed on Khashoggi associate’s phone prior to his killing); Kirchgaessner, 
supra note 1 (discussing attempted hacking of Khashoggi’s wife’s phone tied to Saudi 
Arabian government and malicious links tied to United Arab Emirates). 

 5. See generally G.A. Res. 68/167, The Right to Privacy in the Digital Age, (Dec. 
18, 2013), https://digitallibrary.un.org/record/764407?ln=en (affirming the right to 
privacy in the digital age and calling upon states to protect this right); David Kaye 
(U.N. Special Rapporteur on the Promotion and Protection of the Right to Freedom 
of Opinion and Expression), Surveillance and Human Rights, 3–10, UN Doc. 
A/HRC/41/35 (May 28, 2019), https://documents-dds-
ny.un.org/doc/UNDOC/GEN/G19/148/76/PDF/G1914876.pdf?OpenElement 
(providing examples of the human rights law approaches to combatting intrusive 
surveillance). 
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license the export of commercial, military-grade spyware to other states 
that deploy it against putative targets.6  

A. The Structural Incompatibilities of Human Rights Law 

International human rights law’s structure is dyadic: human rights 
treaties grant rights to individuals that are coupled with corresponding 
obligations on states to respect and protect these rights. Under this law, 
such rights and obligations are in principle applicable within the 
sovereign territory of the state.  

In extraordinary occasions, human rights obligations may also 
apply to states’ actions that produce effects on human rights outside 
their borders, such as when a state agent exercises authority and control 
over a person or when a state exercises effective control over a 
territory.7  

Moreover, to find that a state has infringed a person’s human right 
requires showing that the act or omission infringing the right is indeed 
attributable to that state.8 Arguably, then, an overarching principle 
informing this body of law is one of proximity between the state and 
the rights holder to whom it owes a corresponding obligation.  

As a derivative of their human rights obligations, states must 
regulate businesses domiciled or operating in their territory and require 
that they engage in human rights due diligence when operating abroad 
and provide redress to victims. At the same time, the states themselves 
are not held as owing human rights obligations to such victims, who 
are too far removed from their control.9  

 

 6. Indeed, this may be why, when the Special Rapporteur on Freedom of 
Expression turns to consider possible responses to human rights risks, he suggests 
measures that are external to international human rights doctrine and institutional 
framework: a moratorium on trade in spyware and a push for strengthening 
international regulation of it. Kaye (U.N. Special Rapporteur on the Promotion and 
Protection of the Right to Freedom of Opinion and Expression), supra note 5, at ¶¶ 
48–49, 52–53, 57–59. 

 7. Ukraine and the Netherlands v. Russia, App. Nos. 8019/16, 43800/14 and 
28525/20, ¶¶ 559–575 (Nov. 30, 2022), https://hudoc.echr.coe.int/eng?i=001-
222889. 

 8. See Articles on Responsibility of States for Internationally Wrongful Acts, with 
Commentaries: Report of the Commission to the General Assembly on the Work of Its Fifty-Third 
Session, 2, U.N. Doc. A/56/10 (2001), reported [2001] 2 Y.B. Int’l L. Comm’n 2, U.N. 
Doc. A/CN.4/SER.A/2001/Add.1 (finding that “conduct attributable to the State can 
consist or actions or omissions”) (hereinafter “ARSIWA with commentaries”). 

 9. See Special Representative of the Secretary-General, Report on the issue of human 
rights and transnational corporations and other business enterprises, John Ruggie: Guiding Principles 
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Therefore, while one can certainly address human rights claims to 
the Saudi government for allegedly violating Khashoggi’s rights, it 
remains a question whether one can also as powerfully address such 
claims to NSO Group for developing and selling its product to the 
government. Can one, moreover, address such claims to Israel, for 
licensing the export of Pegasus? Along similar lines, can victims of 
German or Italian spyware exported to other states address claims to 
Germany or Italy for the violations of their rights?10 

As I explain in the article, it is doubtful whether an exporting 
state’s license granted to a domiciled corporation to export commercial 
spyware to another sovereign state, later misused by the client state, is 
covered by the human rights obligations of the exporting state.  

Crucially, the conceptual hurdles to obtaining redress from 
exporting states for human rights violations arising from the use of 
spyware are compounded by multiple additional obstacles. First, 
spyware presents a significant evidentiary hindrance for human rights 
enforcement. Due to the covert nature of spyware, and the difficulty 
of detecting it, the targeted person may never know that their phone 
or computer have been infected and their information exfiltrated, or 

 

on Business and Human Rights: Implementing the United Nations ‘Protect, Respect and Remedy’ 
Framework, at 6–7, U.N. Doc. A/HRC/17/31, annex (Mar. 21, 2011) (Principle 1 and 
its commentary outline that states must protect against human rights abuse within their 
territories, including from business enterprises, but are not per se responsible for such 
abuses unless the acts can be attributable to them or they failed to take appropriate 
actions). See Section 6, below. 

10. See generally Benoit Sevens & Clement Lecigne, Spyware vendor targets users in Italy 
and Kazakhstan, GOOGLE BLOGS: THREAT ANALYSIS GROUP (TAG) (June 23, 2022) 
https://blog.google/threat-analysis-group/italian-spyware-vendor-targets-users-in-
italy-and-kazakhstan/ (detailing spyware capabilities attributed to RCS Labs, an Italian 
vendor that targets mobile users). See also BILL MARCZAK ET AL ., THE CITIZEN LAB, 
MAPPING HACKING TEAM’S UNTRACEABLE SPYWARE, 1–4 (Feb. 2014), 
https://citizenlab.ca/research/mapping-hacking-teams-untraceable-spyware/] 
(mapping suspected abuse of Milan-based Hacking Team’s RCS software across 21 
regimes); BILL MARCZAK ET AL ., THE CITIZEN LAB, PAY NO ATTENTION TO THE 

SERVER BEHIND THE PROXY: MAPPING FINFISHER’S CONTINUING PROLIFERATION, 5, 
12 (Oct. 15, 2015), https://citizenlab.ca/research/mapping-finfishers-continuing-
proliferation/] (outlining German-based FinFisher’s involvement in surveillance 
abuses in 32 countries); Surveillance software “made in Germany” for Turkish authorities? Public 
Prosecutor’s Office charges FinFisher executives, EUROPEAN CENTER FOR CONSTITUTIONAL 

AND HUMAN RIGHTS (last visited Jan. 20, 2026), 
https://www.ecchr.eu/en/case/surveillance-software-germany-turkey-finfisher/ 
(summarizing the Public Prosecutor’s Office’s case against FinFisher for selling 
surveillance software to Turkey, a non-EU country suspected of human rights 
violations). 
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their devices used to spy on them.11 Most violations of human rights 
due to the use of spyware may therefore never be discovered. Actors 
may consequently deny their involvement or the fact that harm 
occurred in the first place.12 Another obstacle that victims may face in 
holding abusers to account is foreign sovereign immunity, which may 
block victims’ ability to bring suits against foreign governments in 
domestic courts of other states.13  

Finally, another obstacle to obtaining redress and holding spyware 
abusers to account relates to the weak substantive protection afforded 
by human rights treaties. Although such treaties may provide a 
principled protection of privacy or freedom of expression and 
information, these rights may legitimately be subjected to limitations 
for competing public interests, according to the provisions of the 

 

11. In the case of advanced spyware like Pegasus, there are two key technical 
features that contribute to the difficulty of preventing and detecting infection. First, 
the spyware exploits security vulnerabilities to infiltrate devices, often through zero-
click attacks, i.e., it requires no user interaction to facilitate infection. Second, the 
software leaves minimal traces on the compromised device and incorporates a self-
destruct mechanism that is activated if attempts are made to analyze or remove it. 
Karwan Mustafa Kareem, A Comprehensive Analysis of Pegasus Spyware and Its Implications 
for Digital Privacy and Security, 12 INT’L J. INTELL. SYST. APPL. ENG. 1360, 1361–1362, 
1364 (2024). 

12. Nevertheless, courts have attempted to create frameworks that allow victims 
redress. See e.g., Klass v. Germany, App. No. 5029/71, ¶ 34 (Sep. 6, 1978), 
https://hudoc.echr.coe.int/eng?i=001-57510 (accepting that an individual may claim 
to be the victim of a violation occasioned by secret measures or legislation, without 
necessarily having to allege that such measures were specifically applied to him); Weber 
v. Germany, App. No. 54934/00, ¶ 78 (June 29, 2006), 
https://hudoc.echr.coe.int/fre?i=001-76586] (reiterating that the mere existence of 
legislation which allows a system for the secret monitoring of communications entails 
a threat surveillance for all those to whom the legislation may be applied, amounting 
to an interference of rights under Article 8, irrespective of any measures actually taken 
against them); Zakharov v. Russia, App. No. 47143/06, ¶¶ 169-171 (Dec. 4, 2015), 
https://hudoc.echr.coe.int/eng?i=001-159324] (outlining the conditions under which 
an applicant can claim to be the victim of an Article 8 violation, without needing to 
prove that secret surveillance measures had in fact been applied to him). 

13. See Rusesabagina v. Republic of Rwanda, 652 F. Supp. 3d 1 (D.D.C. 2023) 
(dismissing claims brought by the victim of spyware, deceit and abduction against the 
Rwandan government, based Rwanda’s foreign sovereign immunity under the FSIA 
and President Paul Kagame’s immunity as a sitting head of state). Cf. WhatsApp Inc. 
v. NSO Grp. Techs. Ltd., 17 F.4th 930 (9th Cir. 2021) (clarifying that sovereign 
immunity controls sovereign entities, not sovereign-adjacent conduct and rejecting its 
application to NSO even though it provides products and services to sovereigns for 
sovereign functions), cert. denied, 143 S.Ct. 562 (2023). See also George T Papademetriou, 
Disrupting Digital Authoritarians: Regulating the Human Rights Abuses of the Private Surveillance 
Software Industry, 36 HARV. HUM. RTS. J. 191, 217–8 (2023) (mapping the challenges 
facing spyware victims in bringing suits against spyware vendors). 



MEGIDDO_ARTICLE_FORMATTED.DOCX (DO NOT DELETE) 8/28/2026  6:38 PM 

2026] SPYWARE EXPORTS 542 

treaties themselves.14 Specifically, many treaties recognize “national 
security” as a legitimate goal, justifying the limitation or violation of 
rights in certain circumstances.15 These built-in caveats leave ample 
room for states to invoke national security as a pretense to evade 
accountability for their transgressions,16 either by denying victims 
access to critical information relevant to proving the harm,17 or as a 
ground for refusing cooperation with investigative authorities.18 
Specifically, the conditions for defining a “lawful” use of spyware 
(considerations such as legality, necessity, proportionality, adequate 
safeguards, and access to remedy) are inherently ambiguous and easily 
manipulable.19 

 

14.  For instance, Art. 8(1) to the European Convention on Human Rights 
guarantees the right for private and family life, home and correspondence, and Art. 
8(2) provides for interferences with this right that are “in accordance with law” and 
“necessary in a democratic society, including, e.g., national security and the prevention 
of crime. Art. 10(1) protect the freedom of expression and information, and Art. 10(2) 
provides for limitations similar to those included in Art. 8(2) Convention for the 
Protection of Human Rights and Fundamental Freedoms arts. 8(1)–(2) and 10(1)–(2), 
Nov. 4, 1950, 213 U.N.T.S. 221; Art. 17 of the ICCPR prohibits “arbitrary or unlawful 
interference” with privacy, family, home or correspondence. Impliedly, then, non-
arbitrary and lawful interference is permitted. International Covenant on Civil and 
Political Rights art. 17, Dec. 16, 1966, 999 U.N.T.S. 171. 

15. Michael Silberman, Policing Pegasus: The Promise of U.S. Litigation for Commercial 
Spyware Accountability, 8 GEO. L. & TECH. REV. 245, 258–9 (2024). 

16. Fionnuala Ní Aoláin (U.N. Special Rapporteur on the Promotion and 
Protection of Human Rights and Fundamental Freedoms while Countering 
Terrorism), Global Regulation of the Counter-Terrorism Spyware Technology Trade: Scoping 
Proposals for a Human-Rights Compliant Approach, (Apr. 2023) at 10–11, 
https://repository.graduateinstitute.ch/record/301602?ln=en&v=pdf; European 
Parliament Recommendation of 15 June 2023 to the Council and the Commission Following the 
Investigation of Alleged Contraventions and Maladministration in the Application of Union Law in 
Relation to the Use of Pegasus and Equivalent Surveillance Spyware, ¶¶ 42–51, 2023/2500(RSP) 
(2023) (stating the need for boundaries to national security). 

17. SOPHIE IN ‘T VELD, REPORT OF THE INVESTIGATION OF ALLEGED 

CONTRAVENTIONS AND MALADMINISTRATION IN THE APPLICATION OF UNION LAW 

IN RELATION TO THE USE OF PEGASUS AND EQUIVALENT SURVEILLANCE SPYWARE, 
138, 144 (2023). 

18. Id. at 5. 

19. NSO Group, for instance, has long boasted that it is conducting some form 
of human rights due diligence on its prospective clients (but offered no information 
corroborating this claim). Human Rights Policy, NSO GROUP, 2 (Sept. 2019), 
https://www.nsogroup.com/wp-content/uploads/2019/09/NSO-Human-Rights-
Policy_September19.pdf; Aoláin (U.N. Special Rapporteur on the Promotion and 
Protection of Human Rights and Fundamental Freedoms while Countering 
Terrorism), supra note 16, at 86; Asaf Lubin, Selling Surveillance, 85 OHIO ST. L. REV. 
809, 839 (2023). 
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One could ask whether, given its highly intrusive features and 
hard-to-resist appeal for enforcement bodies, spyware could ever be 
lawful under human rights law. This article does not express a position 
on this important debate, tackling instead the legal analysis and 
regulatory way forward concerning obvious human rights 
infringements that arise from the abuse of spyware even assuming it 
could be deployed lawfully.  

For all the limitations of human rights law, this article considers 
whether the relationship between the exporting state and the victim of 
spyware abuse by the client state (the end-victim) should be regulated 
not through the prism of the victim’s human rights, but through the 
exporting state’s legal obligations. These obligations extend beyond 
human rights law, and may include, crucially, international rules on 
arms exports and arms trade. 

B. Changing Lenses: from Rights to Obligations 

It is a core presumption of international law that states are free to 
act unless they have willfully accepted a limitation on their freedom.20 
Most states have not undertaken hard (or soft, for that matter) 
commitments which limit their ability to export spyware. Whereas 
certain international instruments do contain a human-rights due 
diligence requirement in the export of arms or certain dual-use items, 
their scope of applicability is limited21 and the most relevant document 
in the context of spyware exports—the Wassenaar Arrangement on 
Export Controls for Conventional Arms and Dual-Use Goods and 
Technologies—is non-binding.22 

Surveying the many drawbacks of multilateral export control 
systems, the UN Special Rapporteur on the Promotion and Protection 

 

20. S.S. “Lotus” (Fr. v. Turk.), Judgment, 1927 P.C.I.J. (ser. A) No. 10, at 18 (Sept. 
7). In the particular context of armaments, the ICJ has stated that “in international law 
there are no rules, other than such rules as may be accepted by the State concerned, by 
treaty or otherwise, whereby the level of armaments of a sovereign State can be 
limited.” Military and Paramilitary Activities (Nicar. v. U.S.), Judgment, 1986 I.C.J. Rep. 
14, ¶ 269 (June 27); See also the preambular language of General Assembly resolution. 
G.A. Res. 61/89, at pmbl. ¶ 5 (Dec. 18, 2006) (“Acknowledging the right of all States 
to manufacture, import, export, transfer and retain conventional arms for self-defence 
and security needs, and in order to participate in peace support operations”). 

21. Arms Trade Treaty Art. 2.1, Apr. 2, 2013, 3013 U.N.T.S. 269 (describing scope 
as applying to conventional weapons but not to dual-use items or, particularly, 
spyware). 

22. Wassenaar Arrangement on Export Controls for Conventional Arms and 
Dual-Use Goods and Technology, Public Documents Vol. I Founding Documents, at 5, WA-
DOC (19) PUB 007 (Dec. 2019). 
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of Human Rights and Fundamental Freedoms while Countering 
Terrorism argued that although greater compliance and greater 
participation in export control systems “would be welcome[,] it is 
unlikely to deliver a robust solution to the dangers of misuse of 
surveillance technology.”23 While recognizing the faults of export 
control systems, this article nevertheless argues that expanding state 
export control obligations is the more viable way forward in closing 
the remaining legal gap, rather than seeking to lengthen the reach of 
victims’ human rights by recognizing direct human rights obligations 
on exporting states.  

Following Wesley Hohfeld’s theory of jural relations,24 this article 
suggests that international human rights law may be structurally 
incompatible to the task of successfully addressing the harms of 
spyware. I argue, rather, that the issue should be addressed from a 
different angle: not (only) through assessing the breach of victims’ 
human rights, but by qualifying states’ liberty to export spyware. 
Therefore, arguably, the way forward in curtailing spyware-related 
abuses is not expanding victims’ rights, but rather developing further 
obligations on exporting states, outside the realm of human rights law.  

The article’s contribution is therefore twofold: first, in revealing 
the limitations of human rights law in responding to abuse emanating 
from the international trade in spyware. Second, in proposing a way 
forward toward improved regulation. This way forward by no means 
guarantees success, and many obstacles threaten its ultimate 
accomplishment. States are naturally loath to accept limits on their 
weapons exports, for obvious reasons including not only revenue, but 
also hard and soft power, and the benefit of offering diplomatic tit-for-
tat. Nevertheless, recognizing that further expansion of human rights 
law cannot serve to address the problem of spyware exports, I argue 
that the international community must come to terms with the reality 
and its urgent need for a regulatory response. 

This article proceeds by considering the legal regulation of the 
export of spyware through several dimensions of human rights law: 
jural relations; jurisdiction; proximity; attribution of responsibility; and 
the business and human rights framework. Section 2 sets the stage for 
the discussion by introducing Wesley Hohfeld’s theory of jural 

 

23. Aoláin (U.N. Special Rapporteur on the Promotion and Protection of Human 
Rights and Fundamental Freedoms while Countering Terrorism), supra note 16, at 80. 

24. See generally Wesley Newcomb Hohfeld, Some Fundamental Legal Conceptions as 
Applied in Judicial Reasoning, 23 YALE L AWJ. 16 (1913) and Wesley Newcomb Hohfeld, 
Fundamental Legal Conceptions as Applied in Judicial Reasoning, 26 YALE LAW J. 710 (1917). 
For an introduction to Hohfeld’s theory, refer to Section 2. 
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relations and suggesting a change of perspective: rather than focusing 
on a victim’s right, emphasis should be placed on expanding and 
strengthening states’ duties. Section 3 then addresses the problem of 
jurisdiction, reviewing the current state of the doctrine of human rights 
extraterritorial jurisdiction and fleshing out its limitations. Section 4 
recasts human rights accountability doctrine as having to do with a 
principle of proximity and considers whether this principle succeeds in 
establishing human rights liability for an exporting state. Section 5 
discusses the bases for attribution of international responsibility to 
states, demonstrating that violations inflicted by a client state are hard 
to attribute to the exporting state. Section 6 surveys the weak human 
rights obligations of exporting states under the business and human 
rights framework. Section 7 argues that the way forward is not by 
expansion of human rights, but rather by creating concrete and 
enforceable export obligations on exporting states. Section 8 
concludes.  

II. JURAL RELATIONS  

In this Section, I lay the ground for the claim concerning human 
rights law’s dyadic structure. I start with the long-standing 
philosophical construction of rights as having a dyadic nature and go 
on to argue that the same logic applies to rights as between a person 
and a state, including in the context of human rights law.  

In two articles authored in 1913 and 1917, Wesley Hohfeld 
developed a now famous typology conceptualizing the different 
aspects of legal rights, broadly defined, and their inter-relations.25 
Hohfeld identifies different “jural relations,”26 which he explains by 
way of their inter-relations which can be classified as either correlative 
or opposite. I will focus here only on two jural relations which are key 
to my analysis: right/duty and privilege/no-right. Privilege is used in later 
scholarship as synonymous with liberty, and I will use the two terms 
interchangeably.  

A right (in the strict sense) is a claim that one person has against 
another person, that is correlative with another person’s duty. The right 
gives its holder the ability to demand or enforce something from the 

 

25. Ted M. Sichelman, Some Fundamental Legal Conceptions as Applied in Judicial 
Reasoning (Annotated and Edited), in WESLEY HOHFELD, A CENTURY LATER: EDITED 

WORK, SELECT PERSONAL PAPERS, AND ORIGINAL COMMENTARIES, 15, 21–22 
(Shyamkrishna Balganesh, Ted M. Sichelman, & Henry E. Smith eds., 2022). 

26. According to Hohfeld, there are eight basic jural relations: right/claim, 
privilege, power, immunity, duty, no-right, liability and disability. Id. 
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duty-bearer who is obligated to act or refrain from acting as required 
by the right holder.27  

A privilege is the liberty from others’ demands (in other words, it 
is the opposite of a duty). It is correlated with a “no-right.”28 A person 
having a no-right does not have the ability to demand or enforce 
something from another. It follows, among others, that a privilege is 
the freedom to act without assuming responsibility for damage caused 
to another person and while the person damaged cannot summon the 
authorities to prevent such action.29  

Whereas Hohfeld wrote with private law in mind; others have 
extended his model to public law. Although this move remains 
controversial,30 the consequence is that the jural relations have also 
been used to describe, for instance, individuals’ civil rights claims 
towards the government as rights giving rise to correlative duties on 
the part of the state.31 For instance, a person’s right to property is 
protected from the government’s interference, and the government is 
required to respect it. Whereas the law may create exceptions to this 
duty, it too recognizes the premise of the right and requires, for 
instance, the paying of just compensation in the case of public takings.  

This is also the common understanding of how human rights 
operate in international law, even though the structure of this system 
is more complex. International human rights law is usually created 
through international treaties wherein states undertake obligations 
towards other states, in which they designate individuals as 
beneficiaries. In these treaties, individuals are granted rights that are 

 

27. Id. at 24. 

28. Id. at 26. 

29. Ivana Tucak, Rethinking the Hohfeld’s Analysis of Legal Rights, 25 PRAVNI VJESNIK 
31, 35 (2009); Joseph William Singer, The Legal Rights Debate in Analytical Jurisprudence 
from Bentham to Hohfeld, 1982 WIS. LAW REV. 975, 987 (1982). Hohfeld discusses two 
additional jural couples: A power is the capacity to affect legal relations. It is the 
correlative of liability, and the opposite of disability. Sichelman, supra note 25, at 45. 
Finally, immunity is “one’s freedom from the legal power or ‘control’ of another as 
regards some legal relation.” Id. at 61. 

30. Sichelman, supra note 25, at 22–24 (distinguishing the narrow “right in the 
strictest sense” from the “indiscriminate” use of “right” in everyday parlance, which 
often conflates rights with privileges, powers, and immunities). 

31. Although arguably, this is at least echoed in Hohfeld’s own example of the 
right to property as a constitutional immunity against state power.  Sichelman, supra 
note 25, at 52. 
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coupled with correlative duties binding on their states.32 In practice, 
the regular case of a human rights relationship is one between a state 
and its citizens or individuals residing within its territory or subject to 
its jurisdiction.  

Hohfeldian rights typically work in conjunction with each other. 
For instance, the right to free speech is an amalgam of diverse claims, 
liberties and immunities, including the duty of others to refrain from 
censorship or interference, the liberty to express oneself, and one’s 
immunity from alteration of these rights and liberties.33 As HLA Hart 
explains, “. . . where a man is left free by the law to do or not to do 
some particular action, the exercise of this liberty will always be 
protected by the law to some extent, even if there is no strictly 
correlative obligation upon others not to interfere with it.”34 This is the 
case because the law creates a “protective sphere” against interference 
in the right, including through criminal or civil law, which permits a 
person to exercise her right.35 Fundamental human rights or liberties, 
to whose unimpeded exercise great importance is attached, may be 
protected “by a strictly correlative obligation not to interfere by any 
means with a specific form of activity.”36 Enshrined constitutional 
rights often include immunities which deprive the legislature of powers 
which it would otherwise have.37 

How does this apply to the export of commercial, military-grade 
spyware and the potential harm created, down the causal chain, to an 
individual victim? Does that individual have a claim, grounded in 
human rights law, that the exporting state is responsible for the harm 

 

32. With some exceptions, individuals are the primary beneficiaries of 
international human rights law, as even collective rights are usually defined as 
applicable to the individual members of a group. See, e.g., International Covenant on 
Civil and Political Rights art. 27, Dec. 16, 1966, S. Exec. Doc. E, 95-2 (1978), 999 
U.N.T.S. 171 [hereinafter ICCPR]. The right of peoples to self-determination is the 
obvious exception here. ICCPR, Art. 1 § 1 (“All peoples have the right of self-
determination. By virtue of that right they freely determine their political status and 
freely pursue their economic, social and cultural development.”).  

33. See Alon Harel, Theories of Rights, in THE BLACKWELL GUIDE TO THE 

PHILOSOPHY OF LAW AND LEGAL THEORY, 191, 193 (Martin P. Golding & William A. 
Edmundson eds., 2005) (stating Hohfeld conceptualizes free speech as an amalgam of 
claims, liberties, and immunities). 

34. H.L.A. HART, Legal Rights, in ESSAYS ON BENTHAM: JURISPRUDENCE AND 

POLITICAL THEORY 162, 171 (1982). 

35. Id. (describing “protective perimeter” behind which liberties exist). 

36. Id. at 172. 

37. See Harel, supra note 33, at 193. According to Hohfeld, immunity is “one’s 
freedom from the legal power or ‘control’ of another as regards some legal relation.” 
Sichelman, supra note 25, at 61. 
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they incurred? The preceding discussion shows that a spyware victim’s 
right may be limited in terms of the question to whom their right is 
opposable (or who is the duty bearer). Does their right correlate only 
with the duties of the state deploying the spyware, or is an exporting 
state also under obligation to respect or protect the victim’s human 
rights? 

While intuition may suggest an affirmative answer, I believe that 
the answer as a matter of law is nevertheless no. As I explain in the 
following Sections, states’ obligations under human rights law are 
duties which correspond to a relatively defined group of rights holders: 
those who are in their territory or subject to their jurisdiction, and 
whose welfare is directly impacted by their action. I believe that it 
would be very hard to substantiate a claim that an exporting state has 
human rights duties towards individuals who are not in its territory or 
subject to its jurisdiction, with respect to violations that occurred 
elsewhere, without a direct causal relationship to their own actions and 
that are not attributable to them on any of the accepted grounds for 
attribution of state responsibility, and especially when an intervening 
actor is another sovereign state. This is particularly the case, I argue, 
with respect to the scope of exporting states’ obligations to regulate 
the conduct of businesses oversees. Based on these analyses, I turn in 
the final Section to discuss what approach could, nevertheless, be 
taken, to better protect the putative victims of the abuse of spyware. 

III.  JURISDICTION 

One prerequisite in determining whether an individual has a 
human right that correlates with a state’s duty, is to demonstrate that 
the individual falls under the jurisdiction of that state.38 Human rights 
treaties enshrine rights first and foremost within the jurisdiction of 
their signatory states.39 Traditionally, the plain meaning of the phrase 

 

38. But see Ibrahim Kanalan, Extraterritorial State Obligations Beyond the Concept of 
Jurisdiction, 19 GERMAN L.J. 43, 62 (2018) (proposing a theory that human rights 
obligations should be derived from states’ potential influence on them). 

39. ICCPR, supra note 32, Art. 2, § 1. (“Each State Party to the present Covenant 
undertakes to respect and to ensure to all individuals within its territory and subject to 
its jurisdiction the rights recognized in the present Covenant. . .”); Convention for the 
Protection of Human Rights and Fundamental Freedoms Art. 1, Nov. 4, 1950, 213 
U.N.T.S. 221 (“The High Contracting Parties shall secure to everyone within their 
jurisdiction the rights and freedoms defined in Section I of this Convention.”); 
American Convention on Human Rights Art. 1, § 1, Nov. 22, 1969, O.A.S.T.S. No. 36, 
1144 U.N.T.S. 123 (“The States Parties to this Convention undertake to respect the 
rights and freedoms recognized herein and to ensure to all persons subject to their 
jurisdiction the free and full exercise of those rights and freedoms . . . “). 
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“within the jurisdiction” has been understood as referring to the 
territory of states, reflecting the key role of territorial sovereignty in 
international law.40  

However, this meaning has long since been extended to include 
certain exceptional instances of state action outside their own 
borders.41 This interpretive move was memorably explained by the 
Human Rights Committee in the case of Lopez Burgos, stating that “it 
would be unconscionable to so interpret the responsibility under article 
2 of the Covenant as to permit a state party to perpetrate violations of 
the Covenant on the territory of another state, which violations it could 
not perpetrate on its own territory.”42 

The European Court of Human Rights has produced a large body 
of jurisprudence on the question of extraterritorial application of 
human rights obligations of states.43 Its analysis of the extension of 
state obligations was conducted through the prism of jurisdiction: 
where the Convention’s jurisdiction is extended, the state in question 
is obligated by its provisions and the Court is empowered to consider 
claims against that state. Conversely, lack of jurisdiction absolves the 
state of human rights obligations under the Convention and the Court 
of jurisdiction, rendering a case inadmissible.44  

Although the possibility of extending jurisdiction extraterritorially 
is today widely recognized, its practical application—determination 

 

40. See Samantha Besson, The Extraterritoriality of the European Convention on Human 
Rights: Why Human Rights Depend on Jurisdiction and What Jurisdiction Amounts to, 25 

LEIDEN J. INT’L L. 857, 874 (2012) (“The ECtHR’s practice identifies territory or the 
‘effective control over an area’ as the main shorthand for jurisdiction: jurisdiction”); 
MARKO MILANOVIC, EXTRATERRITORIAL APPLICATION OF HUMAN RIGHTS TREATIES 
58–61 (2011) (describing how fundamental rights were “meant to operate between a 
state and the inhabitants of its own territory.”). 

41. See Ukraine and The Netherlands v. Russia, App. Nos. 8019/16, 43800/14 
and 28525/20, ¶ 553 (Nov. 30, 2022), https://hudoc.echr.coe.int/eng?i=001-222889 
(finding that the presumption that a State does not exercise its jurisdiction outside its 
territory “may be rebutted in exceptional cases.”) 

42. Delia Saldias de Lopez v. Uruguay, Communication No. 52/1979, Human 
Rights Comm., Comm. on Civil and Political Rights, ¶ 12.3 (July 29, 1981), U.N. Doc. 
CCPR/C/OP/1 (July 29, 1984). 

43. See e.g., Banković v. Belgium, App. No. 52207/99, 44 Eur. H.R. Rep. SE5 at ¶ 
82 (2001); Al-Skeini v. United Kingdom, App. No. 55721/07, 53 Eur. H.R. Rep. 18 at 
¶ 1–3 (2011); Issa v. Turkey, App. No. 31821/96, 41 Eur. H.R. Rep. 27 at ¶ 72 (2004); 
Ukraine and The Netherlands v. Russia, Grand Chamber Admissibility Decision, App. 
Nos. 8019/16, 43800/14 and 28525/20, ¶ 578 (Nov. 30, 2022), 
https://hudoc.echr.coe.int/eng?i=001-222889. 

44. Georgia v. Russia (II), App. No. 38263/08, ¶¶ 137, 144 (Jan. 21, 2021), 
https://hudoc.echr.coe.int/eng?i=001-207757. 
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that a state has human rights obligations vis-à-vis a person not within 
its territory, remains restricted to exceptional circumstances.45 The 
main scenario typically involves state actions that “produce effects” 
beyond their borders,46 generally reflecting “high degrees of state 
control, roughly equivalent to the level of control exercised by states 
over individuals residing in their own territory.”47 Effective control 
could be established when (1) state agents exercise authority and 
control over a person beyond the territory of the state in question48 
(personal control); and (2) when the state exercises effective control 
over a territory outside its borders49 (spatial control).50  

 

45. Philipp Janig, Extraterritorial Application of Human Rights, in ELGAR 

ENCYCLOPEDIA OF HUMAN RIGHTS 180, 180 (Christina Binder et al. eds., 2022). See 
Mohammed Abdullah Saleh Al-Asad v. The Republic Of Djibouti, Communication 
383/10, African Commission on Human and Peoples’ Rights, ¶ 134 (May 12, 2014), 
https://achpr.au.int/en/decisions-communications/mohammed-abdullah-saleh-al-
asad-v-republic-djibouti-38310, for a discussion of how the African Charter applies 
primarily within the territorial jurisdiction of States Parties, except when a state 
assumes effective control of part of a territory of another state or exercises control 
over an individual. See also Marko Milanovic, Human Rights Treaties and Foreign 
Surveillance: Privacy in the Digital Age, 56 HARV. INT’L L. J. 81, 116 (2015) (discussing 
how the Banković court explicitly held that the extraterritorial application of the ECHR 
“can only be exceptional and is an all-or-nothing proposition”). The justification for 
extraterritorial jurisdiction as an exception stems from concerns about undermining 
legal certainty and violating the rule of law. Dalia Palombo, Extraterritorial, Universal, or 
Transnational Human Rights Law?, 56 ISR. L. REV. 92, 94 (2023). 

46. Georgia Andreou v. Turkey, App. No. 45653/99, ¶ 9 (Jun. 3, 2008), 
https://hudoc.echr.coe.int/eng?i=001-88068. 

47. Yuval Shany, Taking Universality Seriously: A Functional Approach to 
Extraterritoriality in International Human Rights Law, 7 L. & ETHICS OF HUM. RTS. 47, 50 
(2013). 

48. See, e.g., Öcalan v. Turkey, App. No. 46221/99, ¶ 91 (May 12, 2005), 
https://hudoc.echr.coe.int/fre#{%22itemid%22:[%22001-69022%22]} (finding that 
the applicant was under the effective control of Turkey once Kenyan officials had 
handed over the applicant to Turkish officials “even though in this instance Turkey 
exercised its authority outside its territory”). 

49. Ukraine and the Netherlands v. Russia, App. Nos. 8019/16, 43800/14 and 
28525/20, ¶ 559. 

50. See The Environment and Human Rights (State Obligations in Relation to the 
Environment in the Context of the Protection and Guarantee of the Rights to Life and 
to Personal Integrity: Interpretation and Scope of Articles 4(1) and 5(1) in Relation to 
Articles 1(1) and 2 of the American Convention on Human Rights), Advisory Opinion 
OC 23/17, Inter-Am. Ct. H. R. ¶ 81 (Nov. 15, 2017) (“The Inter-American Court finds 
that a person is subject to the ‘jurisdiction’ of a State in relation to an act committed 
outside the territory of that State (extraterritorial action) or with effects beyond this 
territory, when the said State is exercising authority over that person or when that 
person is under its effective control, either within or outside its territory.”); See H.R. 

 



MEGIDDO_ARTICLE_FORMATTED.DOCX (DO NOT DELETE) 8/28/2026  6:38 PM 

551 INTERNATIONAL LAW AND POLITICS [Vol. 58:536 

While the spatial model can effectively address “traditional” 
cross-border human rights violations, such as those linked to military 
excursions outside sovereign borders, it faces significant limitations 
when applied to modern challenges like remote digital surveillance of 
activity that does not occur in any defined geographical area.51 

In light of these challenges, the European Court of Human 
Rights’ recent jurisprudence offers an important development: in the 
context of intercepting, retaining and searching a person’s data, the 
Court held that jurisdiction is decided according to the location of the 
authorities performing such investigative actions, rather than the 
location of the person whose communications are intercepted, or the 
devices accessed.52 Along similar lines, The U.S. District Court for the 
Northern District of California held that it had jurisdiction to decide a 
case against NSO Group based on its spyware’s transmission through 
servers located in California, despite the fact that the spyware’s ultimate 
targets were located worldwide.53  

Note, however, that even these expansive interpretations of 
jurisdiction maintain the requirement of some spatial link underlying 
the Court’s jurisdiction. The ECHR’s decision still requires the relevant 
authority, at least, to be situated within the European Convention’s 
“espace juridique.”54 

Other human rights bodies have also held that states’ core human 
rights obligations apply extraterritorially, based on conventions’ object 
and purpose, legislative history and the text of territorial limitation 

 

Comm., General Comment No. 31: The Nature of the General Legal Obligation 
Imposed on States Parties to the Covenant, U.N. Doc. CCPR/C/21/Rev.1/Add.13, 
at 10 (2004) (the Human Rights Committee’s standard is whether the person comes 
under the “power and effective control” of a state party, even if it is operating outside 
its own territory). 

51. See Asaf Lubin, The Prohibition on Extraterritorial Enforcement Jurisdiction in the 
Datasphere, in RESEARCH HANDBOOK ON EXTRATERRITORIALITY IN INTERNATIONAL 

LAW 339, 339–340 (Austen Parrish & Cedric Ryngaert eds., 2023) (noting the 
difficulties posed by “the prohibition on extraterritorial enforcement jurisdiction” 
articulated in the Lotus case); Marko Milanovic, Human Rights Treaties and Foreign 
Surveillance: Privacy in the Digital Age, 56 HARV. INT’L L.J. 81, 113,115 (2015) (discussing 
limitations of the spatial model and fears of overreach under a personal model); Lubin, 
supra note 19, at 838. 

52. Wieder v. U.K., App. Nos. 64371/16, 64407/16 , ¶ 94–95 (Sept. 12, 2023), 
https://hudoc.echr.coe.int/#{%22itemid%22:[%22001-226468%22]}. 

53. WhatsApp Inc. v. NSO Grp. Techs. Ltd., No. 19-CV-07123-PJH, 2024 WL 
5190365, at *3 (N.D. Cal. Dec. 20, 2024). 

54. Banković and Others v. Belgium and Others, App. No. 52207/99, ¶ 80 (Dec. 
12, 2001), https://hudoc.echr.coe.int/fre#{%22itemid%22:[%22001-22099%22]}. 
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provisions or the lack of such provisions.55 This covers not only action, 
but also inaction by states. When state inaction domestically fails to 
prevent human rights infringements outside its territory it may in some 
circumstances be held to have breached its human rights obligations in 
a manner giving rise to international responsibility.56 This 
interpretation corresponds to the customary international law 
obligation on states to not allow their territory to be used to cause harm 
to the rights of individuals in another state.57 A duty of preventing 
transboundary harm may, for instance, be breached when a state fails 
to contain pollution making its way unimpeded to the territory of 
another state.  

Another approach to extending jurisdiction which may be more 
suitable for addressing the unique nature of human rights violations 
involving spyware is the functional model,58 which predicates 
jurisdiction on a state’s control over a person’s possibility to enjoy their 
human right. Under this theory states bear extraterritorial obligations 
“if and when, the potential impact of the act or omission in question is 
direct, significant and foreseeable,” or where “special relationships” of 
power place the state in a unique position to afford rights protection 
which would justify imposing extraterritorial obligations.59 This 
approach has been adopted by the U.N. Human Rights Committee in 
its General Comment 36 concerning the right to life as well as by the 
African Commission on Human and Peoples’ Rights.60 

 

55. See, e.g., Legal Consequences of the Construction of a Wall in the Occupied 
Palestinian Territory, Advisory Opinion, 2004 I.C.J. 136, ¶¶ 109–112 (Jul. 9) (finding 
that the International Covenant on Civil and Political Rights applies extraterritorially 
in light of the treaty’s object and purpose and the circumstances of its conclusion). 

56. See ARSIWA with commentaries, supra note 8, at Art. 1–2. 

57. Comm. on Econ. Soc. Cultural Rts., General Comment No. 24 on State obligations 
under the International Covenant on Economic, Social and Cultural Rights in the context of business 
activities, ¶ 27, UN. Doc. E/C.12/GC/24 (Aug. 10, 2017); ARSIWA with 
commentaries, supra note 8, at 66. 

58. Marko Milanovic, The Murder of Jamal Khashoggi: Immunities, Inviolability and the 
Human Right to Life, 20 HUM. RTS. L. REV. 1, 21 (2020).   

59. See Shany, supra note 47, at 69 (discussing circumstances where states have 
extraterritorial obligations under functional model based on the impact of acts or 
omissions); Janig, supra note 45, at 87 (discussing state obligations under the functional 
model based on special relationships of power). 

60. Human Rights Committee, General Comment No. 36 on Article 6 (Right to Life), ¶ 
63, U.N. Doc. CCPR/C/GC/36 (Sept. 3, 2019) (“In light of article 2 [1] of the 
Covenant, a State party has an obligation to respect and ensure the rights under article 
6 of all persons who are within its territory and all persons subject to its jurisdiction, 
that is, all persons over whose enjoyment of the right to life it exercises power or 
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The doctrine of transboundary harm, too, has been developed 
through the idea of extending a state’s jurisdiction and with it, its 
human rights obligations. As the Inter-American Court of Human 
Rights recently held,  

…when transboundary damage occurs that [affects] treaty-
based rights, it is understood that the persons whose rights 
have been violated are under the jurisdiction of the State of 
origin if there is a causal link between the act that originated 
in its territory and the infringement of the human rights of 
persons outside its territory.61  

That said, the Court explained that only significant harm may give 
rise to such extraterritorial linkage.62 Further, the extension of 
jurisdiction is conditioned by the Court on the existence of a causal 
link between the injuring act of the state and the person’s injured right. 
The idea of a causal link is elaborated, through the concept of 
proximity, in the following section.  

IV.  PROXIMITY 

Establishing jurisdiction is a necessary step to provide victims 
with redress for rights abuses, but it is not sufficient. As the 
International Law Commission’s Articles on Responsibility of States 
for Internationally Wrongful Acts suggest, in order to hold a state 
accountable for the violation of a human right, the next two steps are 
(1) to identify an act or omission on the part of the state which qualifies 
as a breach of a human right, and (2) to demonstrate that such act or 
omission is attributable to that state.63 This section deals with the first 
of these questions, whereas section 5 addresses the second.  

In order to identify that an act of a state constitutes a breach, one 
is required to demonstrate a causal link between the state’s acts or 

 

effective control. This includes persons located outside any territory effectively 
controlled by the State whose right to life is nonetheless affected by its military or other 
activities in a direct and reasonably foreseeable manner”); Afr. Comm’n on Hum. and 
Peoples’ Rts, General Comment No. 3 on the African Charter on Human and Peoples’ Rights: 
The Right to Life, Art. 4, ¶ 15, (Nov. 4–18, 2015). (“The nature of these obligations 
depends for instance on the extent that the State has jurisdiction or otherwise exercises 
effective authority, power, or control over either the perpetrator or the victim (or the 
victim’s rights), or exercises effective control over the territory on which the victim’s 
rights are affected, or whether the State engages in conduct which could reasonably be 
foreseen to result in an unlawful deprivation of life.”). 

61. Advisory Opinion OC 23/17, Inter-Am. Ct. H. R. ¶ 101 (Nov. 15, 2017). 

62. Id. ¶¶ 134–37. 

63. ARSIWA with commentaries, supra note 8, at Art. 2.   
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omissions and the harm to human rights.64 In other words, we must 
evaluate whether a state serves as a link in the causal chain culminating 
in the harm. As I now explain, what seems to inform international legal 
theory and doctrine on examining this link is an idea of proximity.  

Generally speaking, states have nothing to do with actions taking 
place by other states or in other states’ territory. Neither are they 
necessarily tied to action taken by non-state actors, even those 
operating within their own sovereign territories. Nevertheless, if a 
causal link could be established between a state and action carried out 
by another actor—state or non-state—the action is rendered closer to 
the state, more proximate—not geographically, but causally. In such a 
case, the state may incur international responsibility for the harm 
caused.65  

For instance, the Human Rights Committee used a test seeking to 
identify whether a state party is a “link in the causal chain that would 
make possible violations in another jurisdiction.”66 For that to be 
established, “the risk of an extra-territorial violation must be a 
necessary and foreseeable consequence and must be judged on the 
knowledge the State party had at the time.”67 As explained by one 
Committee member in a concurring opinion, two cumulative 
conditions are required in order to establish a jurisdictional link (or 
“nexus”) between the actions of another, business, entity and that of a 
state: “(a) the effective capacity of the state to regulate the activities of 
the businesses concerned and (b) the actual knowledge that the state 
had of those activities and their necessary and foreseeable consequences 

 

64. Sigrun I. Skogly, Causality and Extraterritorial Human Rights Obligations, in 
GLOBAL JUSTICE, STATE DUTIES: THE EXTRATERRITORIAL SCOPE OF ECONOMIC, 
SOCIAL, AND CULTURAL RIGHTS IN INTERNATIONAL LAW 233, 233 (Malcolm Langford 
et al. eds., 2012). 

65. This echoes Shany’s tests of “directness, significance and foreseeability” and 
his point that “states should not be held accountable for the remote consequences of 
their acts or omissions – exercises of state power entailing indirect, unforeseen, or 
insignificant consequences.” Rather, he suggests a functional approach, according to 
which “states should protect human rights wherever in the world they may operate, 
whenever they may reasonably do so.” Shany, supra note 47, at 50, 67; See also Orna 
Ben-Naftali & Yuval Shany, Living in Denial: The Application of Human Rights in the 
Occupied Territories, 37 ISR. L. REV. 17, 64 (2003). 

66. Munaf v. Romania, Communication No. 1539/2006, Human Rights Comm., 
Comm. on Civil and Political Rights, ¶ 14.2, U.N. Doc. CCPR/C/96/D/1539/2006 
(July 30, 2009). 

67. Id. 
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in terms of violations of human rights recognized in the Covenant.”68 
When one of these conditions—capacity and foreseeability—is not 
met, a state cannot be found responsible.  

A slightly different formulation is found in the Committee’s 
General Comment no. 36 which stipulates that states must take 
appropriate measures to protect individuals against “deprivation of life 
by other States, international organizations and foreign corporations” 
operating within their territory or jurisdiction.69 It continues to hold 
that states are obligated to ensure that all activities “having a direct and 
reasonably foreseeable impact on the right to life of individuals outside 
their territory, including activities undertaken by corporate entities 
based in their territories or subject to their jurisdiction” are consistent 
with their treaty obligations.70  

Considered in the context of commercial spyware exports, 
however, it may be difficult to establish whether the exporting state’s 
failure to regulate or its decision to grant a license to export is 
sufficiently linked to the victim’s ultimate human rights violation.71 
Examining the first criterion of effective capacity over the injured 
person highlights the special nature of commercial spyware: it is not 
merely operated by a business entity elsewhere, but furthermore 
deployed by a sovereign state that is the client of the business entity. 
The client state is an additional, independent link in the chain, and it is 
a question whether that additional state’s involvement breaks the 
possible link connecting the exporting state and the ultimate human 
rights violation.  

NSO Group raised a similar claim in a suit brought against it by 
WhatsApp before the U.S. District Court for the Northern District of 
California: it argued that it should not be held accountable for the harm 
caused as a result of the use of Pegasus by its state clients. The District 
Court rejected this claim, finding that NSO not only developed and 
sold the spyware, but also “retained some role” in its operation.72 
Ruling on the facts of the case, it left the principled question, of 

 

68. Basem Ahmed Issa Yassin et al. v. Canada, Communication No. 2285/2013, 
Human Rights Comm., Committee on Civil and Political Rights, at ¶¶ 10, 16, U.N. 
Doc. CCPR/C/120/D/2285/2013 (July 26, 2017) (concurring opinion) (emphasis 
added). 

69. Human Rights Committee, General Comment No. 36, supra note 60, at ¶ 22. 

70. Id. 

71. See Elena Carpanelli, Transfer of Surveillance Technology and End-Use Human Rights 
Abuses: The International Responsibility of the Technology-Exporting State between Complicity and 
Due Diligence, 12 INT’L HUM. RTS. L. REV. 243, 270 (2023). 

72. WhatsApp Inc. v. NSO Grp. Techs. Ltd., 472 F. Supp. 3d 649, 670 (N.D. Cal. 
2020), aff’d on other grounds, 17 F.4th 930 (9th Cir. 2021). 
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whether a sovereign intervention may break the causal link otherwise 
connecting the victim with the exporting state, unanswered. 

A case heard by the Human Rights Committee may help clarify 
this point further. In the case of Hicks v. Australia, the Committee 
considered the responsibility of Australia for the mistreatment of the 
author during his seven year-long detention by the United States in its 
detention center in Guantanamo Bay, Cuba. It was not the fact that 
Guantanamo Bay is on the other side of the world from Australia that 
led to the dismissal of the plaintiff’s claim that Australia is liable for the 
abuse he suffered while in detention. Rather, it was that Australia, 
despite having “some influence” over the way he was treated (through 
its relations with the  United States), did not exercise “power or 
effective control over him” which would render it possible for 
Australia to prevent his mistreatment, given that the territory is in the 
control of the  United States.73 It seems that the intervening control 
and action of the  United States, another sovereign actor, cut the ties 
binding the author to his state of nationality, Australia. 

The second criterion concerning foreseeability is also important. 
In the context of spyware, it requires one to consider the likelihood of 
abuse. A question then arises in which cases a state should foresee a 
high likelihood of abuse. Is the fact that a client state has a record of 
human rights abuses, or does not have strong procedural safeguards 
which could oversee the deployment of spyware and offer accessible 
redress in cases of infringement sufficient to establish foreseeability?74  

Foreseeability—or whether there is a “real risk” of rights 
infringement—also plays an important role in extradition and 
deportation cases where the person considered for extradition raises 
concerns that they would be tortured or their life threatened if they 
were handed over.75  

 

73. Hicks v. Australia, Communication No. 2005/2010, Human Rights Comm., 
Comm. on Civil and Political Rights, ¶ 4.4–4.6, U.N. Doc. 
CCPR/C/115/D/2005/2010 (Nov. 5, 2015). 

74. See Human Rights Committee, Concluding Observations on Italy, ¶¶ 36–37, 
U.N. Doc. CCPR/C/ITA/CO/6 (May 1, 2018) (discussing concerns regarding lack of 
legal safeguards from abuse and calling upon the state party to review these 
mechanisms). See also Kaye (U.N. Special Rapporteur on the Promotion and Protection 
of the Right to Freedom of Opinion and Expression), supra note 5, at 48–49 (calling 
for a moratorium on the sale and transfer of spyware technologies until they measures 
have been adopted to prevent or mitigate potential for human rights abuses). 

75. Saadi v. Italy, App. No. 37201/06, ¶ 125 (Feb. 28, 2008), 
https://hudoc.echr.coe.int/eng?i=001-85276 (holding that for a planned forcible 
expulsion to be in breach of the Convention it is necessary – and sufficient – for 
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In summary, through legal construction, an act infringing on 
rights is tied, or “brought closer” to a state, based on the finding that 
the state functioned as a link in the causal chain ending with the injury 
and therefore is rightly held responsible for that injury. This finding is 
contingent on the fact that a state is capable of preventing the injury 
and that the injury is foreseeable.76  

One could make the case that the double test of proximity can tie 
a spyware-exporting state to a violation physically carried out by the 
client state. First, the exporting state is not merely the state of domicile 
of the spyware vendor but rather is rendered more proximate to the 
final violation due to its licensing of the spyware export, which is 
subject to its discretion. Therefore, arguably, the capacity to control the 
export, along with its failure to establish an effective export control 
system that will prevent abuse renders it closer to the ultimate victim. 
Second, when licensing the export of spyware to a state which has a 
repressive regime, a track record of human rights abuse or does not 
have adequate legal and procedural safeguards or remedies, the 
exporting state should be able to directly foresee that the technology 
would be abused, which again brings it closer to the eventual abuse.  

But this is not the only possible interpretation. One might equally 
argue that the additional link in the causal chain represented by the 
client state is one too many, and that it precludes the possibility of 
attributing responsibility to an exporting state for the harm inflicted on 
the ultimate victim. Similarly, one may argue that there are ways to 

 

substantial grounds to have been shown for believing that there is a real risk that the 
person concerned will be subjected in the receiving country to treatment prohibited by 
Article 3); Othman (Abu Qatada) v. U.K., App. No. 8139/09, ¶ 185 (Jan. 17, 2012), 
https://hudoc.echr.coe.int/eng?i=001-108629; Babar Ahmad v. U.K., App. Nos. 
24027/07, 11949/08, 36742/08, 66911/09 & 67354/09, ¶¶ 172–78 (Sept. 24, 2012), 
https://hudoc.echr.coe.int/eng?i=001-110267; Ilaşcu v. Moldova & Russia , App. 
No. 48787/99, ¶ 317 (July 8, 2004), https://hudoc.echr.coe.int/eng?i=001-61886 
(“State’s responsibility may also be engaged on account of acts which have sufficiently 
proximate repercussions on rights guaranteed by the Convention, even if those 
repercussions occur outside its jurisdiction. Thus, with reference to extradition to a 
non-Contracting State, the Court has held that a Contracting State would be acting in 
a manner incompatible with the underlying values of the Convention… if it were 
knowingly to hand over a fugitive to another State where there are substantial grounds 
for believing that the person concerned faces a real risk of being subjected to torture 
or to inhuman or degrading treatment or punishment.”). 

76. Compare with Yuval Shany’s functional approach to extraterritoriality. See 
Shany, supra note 47, at 71 (describing extraterritoriality as contingent on (1) the 
intensity of power relations, entailing a “direct, significant and foreseeable potential 
impact,” or (2) special legal relations placing the State in a “unique legal position to 
afford” human rights protection). 
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mitigate the foreseeable harm by requiring commitments and 
assurances from the client state, similarly to cases of extradition,77 
without completely precluding the possibility of exporting spyware to 
that state.  

Finally, as Shany posits, the mere ability to protect rights does not 
on its own justify imposing human rights obligations through the 
extension of extraterritorial jurisdiction.78 Some powerful states are 
highly capacious, to the extent that they possess the capacity to make 
an effective impact on many human rights situations in other states and 
their actions or omissions may foreseeably lead to consequences 
impacting the rights of individuals in such states. That does not, alone, 
justify requiring them to intervene to obtain effective control over the 
territory of another country in order to ensure the enjoyment of human 
rights. Thus, the scope of legitimate expectations depends on the 
state’s capacity to affect rights that could reasonably be expected from 
the state in the circumstances.79 The next section considers when a 
breach of right should be considered attributable to a state. 

V. ATTRIBUTION OF RESPONSIBILITY  

For a state to bear legal responsibility for actions that result in the 
violation of a victim’s right, it is essential to establish that the act is 
attributable to the state.80 In the context of human rights violations 
involving spyware, the principle of attribution presents a significant 
legal challenge, since states that deploy spyware tend not to admit their 
usage or act through intermediaries. The attribution of responsibility 
to an exporting state is even further complicated since the final act of 
violation is carried out by another sovereign state—the client state. 
This long causal chain is thus consequential not only in terms of 
establishing the obligation that rests on states (based on considerations 
of proximity), as discussed in the previous sections, but also in 
successfully linking the agent engaging in the violation to the state. 

The rules of attribution determine under what circumstances an 
act can be considered an act of the state. States’ legal responsibility is 
normally reserved for actions carried out by their organs.81 As 
Professor James Crawford—who led the ILC’s work on State 
Responsibility—explains in the commentary: 

 

77. Shany, supra note 47, at 75. 

78. Shany, supra note 47, at 70. 

79. MILANOVIC, supra note 40, at 94. 

80. Skogly, supra note 64, at 238. 

81. ARSIWA with commentaries, supra note 8, at Art. 4. 



MEGIDDO_ARTICLE_FORMATTED.DOCX (DO NOT DELETE) 8/28/2026  6:38 PM 

559 INTERNATIONAL LAW AND POLITICS [Vol. 58:536 

In theory, the conduct of all human beings, corporations or 
collectivities linked to the State by nationality, habitual 
residence or incorporation might be attributed to the State, 
whether or not they have any connection to the 
Government. In international law, such an approach is 
avoided, both with a view to limiting responsibility to 
conduct which engages the State as an organization, and also 
so as to recognize the autonomy of persons acting on their 
own account and not at the instigation of a public 
authority.82  

That said, in certain cases, the action of actors who are not state 
organs may be nonetheless attributed to the state, for instance, on the 
ground that the state directed or controlled their action, or that it 
retrospectively adopted the conduct as its own.83 In other words, the 
state may be held legally responsible when there is evidence that links 
the state to the forbidden conduct.  

But states may also incur a second-order form of international 
responsibility: not for the conduct, or its implications, but for failing to 
act on a due-diligence obligation to prevent a certain outcome where 
one can point to a primary obligation that requires such action. 
Responsibility in such contexts is not for the result, but for the state’s 
negligent conduct. This requires, for instance, ascertaining whether the 
state had taken all necessary measures to prevent a forbidden 
outcome.84  

Another type of second-order state responsibility may be 
established for “aid and assistance.” In certain circumstances, a state 
may be held responsible for aiding or assisting another state in the 
commission of an internationally wrongful act.85 To be held thus 
responsible, the assisting state must: (1) be aware of the circumstances 
making the conduct wrongful; (2) its aid or assistance must be given 

 

82. JAMES CRAWFORD, THE INTERNATIONAL LAW COMMISSION’S ARTICLES ON 

STATE RESPONSIBILITY: INTRODUCTION, TEXT AND COMMENTARIES 91 (2002). 

83. ARSIWA with commentaries, supra note 8, at Arts. 8, 11. In the context of 
communication surveillance, the Tallinn Manual 2.0 asserts that “a State that instructs, 
directs, or controls third parties, such as private companies, to collect, retain, or 
disclose personal data will bear responsibility for any human rights violations that occur 
as a result of such conduct.” International Human Rights Law in TALLINN MANUAL 2.0 

ON THE INTERNATIONAL LAW APPLICABLE TO CYBER OPERATIONS 179, 197 (Michael 
N. Schmitt ed., 2017). 

84. Application of Convention on Prevention and Punishment of Crime of 
Genocide (Bosn. & Herz. v. Serb. and Montenegro), Judgment, 2007 I.C.J. 43, ¶ 430 
(Feb. 26). 

85. ARSIWA with commentaries, supra note 8, at Art. 16. 
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with a view to facilitating the commission of the act—and must indeed 
do so. The aid must be “clearly linked to the subsequent wrongful 
conduct;”86 and (3) the completed act must be such that it would have 
been wrongful if it had been performed by the assisting state, and 
reflect a prohibition incumbent on the assisting state, rather than on 
the assisted state.87 Put differently, “the conduct in question, if 
attributable to the assisting state, would have constituted a breach of 
its own international obligations.”88 A state is not bound by the 
obligations of another state, and it “is free to act for itself in a way 
which is inconsistent with the obligation of another state vis-à-vis third 
States”89  

The supply of arms, including commercial, military-grade 
spyware, could in principle be considered assistance, but one must 
examine carefully whether “the aiding state by its aid was aware of and 
intended to facilitate the commission of the internationally wrongful 
act.”90 This type of analysis assumes that the exporting state is not 
actively involved in actually carrying out the human rights violation, 
and is only linked to the violation because it  granted an export license 
to a commercial spyware vendor to sell its systems and services to the 
violating state. The focus here is therefore not on first-order attribution 
but on second-order due diligence and assistance. However, both of 
these grounds for attribution require that it must first be established 
that the exporting state has a primary obligation that it may have 
breached by exporting the spyware, which, as the previous section 
concluded, is doubtful.  

Discussion therefore returns to the question concluding the 
previous Section: does the exporting state have human rights 
obligations towards concrete victims targeted with surveillance by the 
client state? If it does not, one may conclude that the human right 
breached is not opposable to the exporting state even when the export 
may be considered as “aid and assistance.”91 Put differently, if the 
exporting state has no freestanding obligations towards the end-victim 
that would be breached by the infringing act, then it cannot be held 
responsible for that act even if it failed to engage in due diligence or 

 

86. Id. at 66. 

87. Id. 

88. Id. 

89. Id. 

90. Id. at 67. 

91. Id. at 66. 
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assisted the commission of the breach by the client state by permitting 
the sale of spyware to it.92 

VI. BUSINESS AND HUMAN RIGHTS  

One of the key features of human rights abuses involving spyware 
is the central role of private corporations in the development, sale and 
sometimes deployment of the technology.93 This involvement presents 
a unique challenge for human rights law, since non-state actors, 
including private corporations, were not originally envisioned as duty 
bearers in the framework of international human rights law.94 Further, 
the potentially harmful conduct of corporations cannot, without 
concrete evidence linking them to the state, be attributed to the 
exporting state, since they are not organs of the state.95  

The Business and Human Rights framework, developed to 
address this gap in protection and responsibility, contains international 
norms applicable to businesses that operate transnationally and to the 
states in which they are domiciled. However, as the following survey 
details, this framework does not generally impose any “hard” or 
binding obligations on corporations to respect, promote or fulfill 
human rights.96 Rather, it makes two key moves: (1) creating primary 

 

92. Cf. Maya Brehm, The Arms Trade and States’ Duty to Ensure Respect for 
Humanitarian and Human Rights Law, 12 J. CONFL. SECUR. L. 359, 383 (2007) (noting 
that human rights law, alone, “does not provide a sufficient basis to prohibit arms 
transfers in cases where it is likely or where there is a serious risk that they will be used 
to commit serious human rights violations abroad.”) See Lubin, supra note 19, at 887–
89 for similar conclusions. See also Silberman, supra note 15, at 258–61; and Natalie R. 
Davidson, Big Tech as Transnational Spyware Regulator, 36 FORDHAM INTELL. PROP. 
MEDIA & ENT. L.J. 477, 495-510 (2026). 

93. Lubin, supra note 19, at 811–13, 839; O.L. Van Daalen, J.V.J. Van Hoboken 
& M. Rucz, Export Control of Cybersurveillance Items in the New Dual-Use Regulation: The 
Challenges of Applying Human Rights Logic to Export Control, 48 COMPUT. L. SECUR. REV. 
1, 5 (2023).   

94. Silberman, supra note 15, at 271. 

95. See Aikaterini-Christina Koula, Corporate Responsibility to Respect Human Rights 
Defenders under the UNGPs and Steps towards Mandatory Due Diligence, 45 LIVERPOOL L. 
REV. 335, 342 (2024), for a discussion of the gap in international law’s human rights 
protection against corporations’ breach of human rights; Anna W. Chan, The Need for 
a Shared Responsibility Regime between State and Non-State Actors to Prevent Human Rights 
Violations Caused by Cyber-Surveillance Spyware Notes, 44 BROOKLYN J. INT’L L. 795, 806–
07 (2018); ARSIWA with commentaries, supra note 8, at Art. 4–11. 

96. Anne Peters et al., Business and Human Rights: Towards a ‘Smart Mix’ of Regulation 
and Enforcement, 83 HEIDELBERG J. INT’L L. 415, 419 (2023). One exception may be jus 
cogens norms which are sometimes considered to be directly opposable to private 
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yet “soft” human rights responsibilities for corporations operating 
globally to respect97 human rights throughout their operations; and (2) 
placing secondary obligations on states in which these corporations are 
domiciled to take the measures necessary to ensure that businesses do 
not infringe on human rights in their transnational operations and that 
victims have proper redress mechanisms. These latter obligations, too, 
are often not phrased in a very demanding manner.  

The obligations placed on corporations and on states as part of 
the Business and Human Rights framework are therefore different. 
The obligation placed on businesses is to respect human rights. 
Conversely, the obligation placed on states is to regulate businesses and 
provide accessible redress mechanisms. Therefore, whereas one might 
seek to find a corporation responsible for breaching its (rather 
minimal) obligation to respect human rights,98 the only allegation that 
could be brought against a state in the framework of Business and 
Human Rights is that it has not regulated effectively enough or that it 
has not provided sufficiently accessible or effective redress 
mechanisms. In this framework, a state cannot be held directly 
responsible for the human rights violations caused by a corporation 
domiciled in its territory.  

Of course, one may bring a claim against a state for directly 
breaching human rights, or seek to establish that it is responsible for 
the corporation’s action, but the appropriate legal framework for such 
a claim is not Business and Human Rights norms, but states’ direct 
human rights obligations for actions attributable to them (as discussed 
in Section 5).  

Most instruments under the Business and Human Rights 
framework are properly classified as international soft law. That said, 
key instruments have been endorsed by international bodies99 and their 
provisions implemented into some domestic legal systems, thus 

 

actors as well as states. Id. See also Sarah Joseph & Joanna Kyriakakis, From Soft Law to 
Hard Law in Business and Human Rights and the Challenge of Corporate Power, 36 LEIDEN J. 
INT’L L. 335 (2023) (discussing the predominance of “soft law”). 

97. See generally David Jason Karp, What Is the Responsibility to Respect Human Rights? 
Reconsidering the ‘Respect, Protect, and Fulfill’ Framework, 12 INT. THEORY 83 (2020) (noting 
that even in the most expansive interpretations, “respect” sets a lower standard for 
human rights, as distinct from “protect” or “fulfill”). 

98. Cf. Nevsun Resources Ltd. v. Araya, [2020] S.C.R. 166 (Can.). In that case, 
Eritrean workers alleged forced labor and other abuses at the Canadian company’s 
mine in Eritrea. The Canadian Supreme Court dismissed Nevsun’s request to strike 
the case and allowed the suit to proceed. The case was later settled and did not reach 
a final judicial resolution. 

99. Human Rights Committee, General Comment No. 36, supra note 60, at ¶ 22. 
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rendering them legally binding as a matter of domestic law in those 
states. An international multilateral Legally Binding Instrument (LBI) 
is currently under negotiation, as I explain below.  

The Maastricht Principles on Extraterritorial Obligations of states 
in the Area of Economic, Social and Cultural Rights, published in 2011, 
are a key early instrument. According to this document, states must 
respect, protect and fulfill human rights not only within their territories 
but also extraterritorially.100 Further, states must take necessary 
measures to ensure that non-state actors which they are in a position 
to regulate, including businesses whose parent or controlling company 
is domiciled or has its center of activity in their territory, do not impair 
the enjoyment of rights.101 

The UN Guiding Principles on Business and Human Rights 
(UNGP) include similar language according to which states must 
regulate domestically in order to ensure that businesses respect human 
rights even when operating in other countries and to provide effective 
redress mechanisms for claimants when violators are companies 
domiciled in their territory.102 According to the UNGP, this is 
especially warranted when claimants “face a denial of justice in a host 
state and cannot access home state courts regardless of the merits of 
the claim.”103 In addition, some principles require corporations to 
respect human rights and adopt policies and processes ensuring that 
they do, including human rights due diligence and the provision of 
remedies.104 

The longstanding jurisprudence of the Human Rights Committee 
has taken a similar stand with respect to states’ obligations to regulate 
transnational corporations. Its recent General Comment no. 36 on the 
right to life determines that states must protect individuals against 
deprivation of life by other states, international organizations or 
corporations operating in areas subject to their jurisdiction—as well as 
“in other places not subject to their jurisdiction, but having a “direct 
and reasonably foreseeable impact on the right to life of individuals 
outside their territory,” including as a result of activities taken by 

 

100. Maastricht Principles on Extraterritorial Obligations of States in the Area of 
Economic, Social and Cultural Rights, 29 NETH. Q. HUM. RIGHTS 578, princ. 3 (2011). 

101. Id. at princ. 24, 25, 27. 

102. John Ruggie (Special Representative of the Secretary-General), Guiding 
Principles on Business and Human Rights: Implementing the United Nations “Protect, Respect and 
Remedy” Framework, princ. 1, 2, 25, 26, U.N. Doc. A/HRC/17/31 (Mar. 21, 2011). 

103. Id. at 29. 

104. Id. at princ. 11–15. 
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corporations.105 To live up to these obligations, states are expected to 
take appropriate legislative or other measures and ensure victims’ rights 
to obtain an effective remedy.106  

Indeed, in several contexts, the Committee voiced its concern 
with respect to the human rights-contravening actions of corporations 
or the absence of appropriate redress mechanisms and called on states 
to clarify their expectations that businesses respect human rights and 
ensure effective redress mechanisms. This was the case in its periodic 
review of concerning Germany,107 Canada,108 Korea,109 and Italy.110  

The Committee on the Elimination of Racial Discrimination 
(CERD) has similarly criticized states for failing to take appropriate 
legislative or administrative measures to prevent actions of locally-
domiciled transnational corporations whose actions are associated with 
the violation of the rights to land, health, living environment and the 

 

105. Human Rights Committee, General Comment No. 36, supra note 60, ¶ 22. 

106. Id. 

107. Human Rights Committee, Concluding Observations on Germany, ¶ 16, 
U.N. Doc.  CCPR/C/DEU/CO/6 (Nov. 12, 2012) (citing German companies “acting 
abroad allegedly in contravention of relevant human rights standards”). 

108. Human Rights Committee, Concluding Observations on Canada, ¶ 6, U.N. 
Doc. CCPR/C/CAN/CO/6 (Aug. 13, 2015) (“[T]he Committee is concerned about 
allegations of human rights abuses by Canadian companies operating abroad, in 
particular mining corporations, and about the inaccessibility to remedies by victims of 
such violations. The Committee regrets the absence of an effective independent 
mechanism with powers to investigate complaints alleging abuses by such corporations 
that adversely affect the enjoyment of the human rights of victims, and of a legal 
framework that would facilitate such complaints.”). 

109. Human Rights Committee, Concluding Observations on Korea, ¶¶ 10–11, 
U.N. Doc. CCPR/C/KOR/CO/6 (Dec. 3, 2015) (“The Committee notes that the 
actions abroad of companies under the jurisdiction of the Republic of Korea may 
allegedly be contravening relevant human rights standards, and it is concerned that any 
remedies from the State have proven difficult to obtain [art. 2]…The State party is 
encouraged to stipulate clearly the expectation that all business enterprises domiciled 
in its territory and/or subject to its jurisdiction respect the human rights standards 
enshrined in the Covenant throughout their operations. It is also encouraged to take 
appropriate measures to strengthen the remedies available to people who have been 
victims of the activities of such business enterprises operating abroad, and to 
strengthen safeguards to prevent people from becoming victims.”). 

110. Human Rights Committee, Concluding Observations on Italy, supra note 74, 
¶¶ 36–37 (expressing concern about Italian companies’ sale of surveillance equipment 
to “Governments with a record of serious human rights violations” and the lack of 
“legal safeguards or oversights mechanisms regarding the export of such equipment” 
and calling on it to ensure that such companies “respect human rights standards when 
engaging in operations abroad”). 
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way of life of Indigenous Peoples in territories outside their sovereign 
borders.111 

One way in which states have sought to respond to criticism 
concerning abuse of rights by transnational corporations has been 
through the establishment of supply-chain responsibility frameworks. 
As part of such efforts, various states have passed legislation requiring 
corporations to engage in due diligence and provide periodic reports 
on adherence to human rights standards throughout their global value 
chains.112 

The jurisprudence of regional human rights courts has been key 
in both its emphasis on states’ obligations to regulate and its broad 
interpretation of such obligations.113 The Inter-American Court of 
Human Rights, for instance, has interpreted the principle of equality 
and non-discrimination as applicable erga omnes,114 and has clarified that 
states’ obligation to “ensure” human rights more generally includes a 
duty to prevent third parties in the private sphere from violating the 
protected rights. It is important to recall, however, that such obligation 

 

111. CERD Comm., Concluding Observations on USA, CERD/C/USA/CO/6 
(May 8, 2008) ¶ 30; CERD Comm., Concluding Observations on Canada, 
CERD/C/CAN/CO/18 (May 25, 2007) ¶ 17. 

112. For an overview, see Claire Bright, Mapping Human Rights Due Diligence 
Regulations and Evaluating Their Contribution in Upholding Labour Standards in Global Supply 
Chains, in DECENT WORK IN GLOBALISED ECONOMY: LESSONS FROM PUBLIC AND 

PRIVATE INITIATIVES 75, 76–77 (Guillaume Delautre, Elizabeth Echeverría Manrique, 
& Colin Fenwick eds., 2021); Ingrid Landau & Shelley Marshall, Will Remedy Remain 
Rare? The Potential of Mandatory Human Rights Due Diligence to Redress Modern Slavery, in 
MODERN SLAVERY AND THE GOVERNANCE OF GLOBAL VALUE CHAINS 127 (H. 
Shamir, B. Arora, S. Banerjee, & T. Barkay eds., 2025); Galit A Sarfaty, Shining Light on 
Global Supply Chains, 56 HARV. INT’L L.J. 419 (2015). 

113. The ECtHR and the IACtHR have both overall refrained “from opposing 
the respective Convention rights against private actors but rather [tended] to sharpen 
and spell out the State Parties’ obligations to protect individuals against harm 
emanating from business.” Peters et al., supra note 96, at 422; That said, European 
Union law does impose certain obligations on private commercial entities. Id. at 439. 
A recent Canadian supreme court decision similarly opined that it is “not plain and 
obvious that corporations today enjoy a blanket exclusion under customary 
international law [which is automatically incorporated into domestic Canadian law] 
from direct liability for violations of ‘obligatory, definable, and universal norms of 
international law,’ or indirect liability for their involvement in… ‘complicity offenses’” 
Nevsun Res. Ltd. v. Araya, 2020 SCC 5, ¶ 113. The Court thus refused to preliminarily 
strike down a claim by Eritrean citizens that a Canadian mining company is responsible 
for serious breaches of such norms, finding that such norms “may well apply” to the 
company. Id. ¶ 114. However, the case was eventually settled out of court and did not 
reach a final judicial decision. 

114. Juridical Condition and Rights of Undocumented Migrants, Advisory 
Opinion OC-18/03, Inter-Am. Ct. H.R. (ser. A) No. 18, ¶ 173 (Sept. 17, 2003). 
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does not further lead to the attribution of responsibility to a state for 
third parties’ violations of human rights.115  

Despite ongoing efforts, the Open-ended Intergovernmental 
Working Group on Transnational Corporations and Other Business 
Enterprises with Respect to Human Rights (OEIGWG), established 
by the Human Rights Council in 2014, has not been successful thus far 
in concluding its work on translating Business and Human Rights 
norms into a binding international instrument. Its latest draft, 
published in July 2023, continues the path of placing direct obligations 
on states to “respect, protect, fulfill and promote”116 human rights 
through the regulation and monitoring of business activities, while 
establishing extensive extraterritorial jurisdiction.117 As to businesses, 
in line with existing formulations, the draft identifies human rights 
“responsibilities” for them, primarily observed through due diligence, 
human rights awareness, consultation and reporting obligations.118 It 
further envisions the establishment of a standing treaty body entrusted 
with monitoring compliance.119 It should be noted that the draft does 
not place any direct obligations on corporations that correspond with 
individuals’ human rights, nor does it render states necessarily liable for 
human rights breaches carried out by their domiciled corporations. Its 
general premise seems to be that states ought to deploy their domestic 
law resources to ensure “effective mechanisms for monitoring, 
enforceability and accountability” for human rights violations 
associated with transnational business activities.120  

Conversely, a 2024 European Union Directive on Corporate 
Sustainability Due Diligence seeks to “harden” certain human rights 
and environmental due diligence obligations on corporations, while 
further requiring member states to provide for civil liability of 

 

115. Case of the Miskito Divers (Lemoth Morris et al.) v. Honduras, Judgment, 
Inter-Am. Ct. H.R. (ser. C) No. 432, ¶ 44 (Aug. 31, 2021). 

116. Open-ended Intergovernmental Working Group on Transnational 
Corporations and Other Business Enterprises with Respect to Human Rights, Updated 
Draft Legally Binding Instrument to Regulate, in International Human Rights Law, the 
Activities of Transnational Corporations and Other Business Enterprises, U.N. Doc. 
A/HRC/WG.16/9/2, at art. 2 (July 26, 2023) [hereinafter “Updated Draft Legally 
Binding Instrument to Regulate, in International Human Rights Law, the Activities of 
Transnational Corporations and Other Business Enterprises”]. 

117. Id. at art. 9. 

118. Id. at art. 6.4. 

119. Id. at art. 15; Peters et al., supra note 96, at 422. 

120. Updated Draft Legally Binding Instrument to Regulate, in International 
Human Rights Law, the Activities of Transnational Corporations and Other Business 
Enterprises, at arts. 2(c), 6–8. 
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businesses for damages and key duties of care.121 This Directive 
requires member states to “ensure” that covered corporations 
“prevent, mitigate, bring to an end or minimize the extent of all the 
identified actual and potential adverse impacts,” and where that is not 
possible, provide redress including the imposition of fines on 
noncompliant corporations. Under this directive, businesses are 
required to implement due diligence measures as well as establish 
remediation mechanisms for victims.122 That said, the directive still 
requires domestic transposition in the different member states to fully 
take effect, and its scope of application is limited by a high bar for 
covered corporations’ size and monetary turnover.123  

To conclude the discussion in the present and the preceding 
Sections, states’ direct human rights obligations extend beyond their 
territories when they have personal control over an individual or spatial 
control over a territory, or where they have the ability to control the 
enjoyment of rights (specifically, the right to life). That said, states also 
owe a form of extraterritorial obligation towards the possible victims 
of transnational corporations, which obliges them to regulate 
corporations operating transnationally, and ensure effective remedy for 
their victims.124 Arguably, however, such obligation is qualified by the 
states’ capacity to effectively regulate the corporations’ activity, as well 

 

121. Peters et al., supra note 96, at 450–52. As Peters et al. note, “In the EU 
proposal, private enforcement complements public enforcement in a so-called ‘two 
pillar enforcement system’ that builds on administrative sanctions and civil tort liability. 
This seems to be the short-term future of human rights enforcement . . .” See also 
Aoláin (Special Rapporteur on the Promotion and Protection of Human Rights and 
Fundamental Freedoms while Countering Terrorism), supra note 16, at 65 (discussing 
proposed EU measures). 

122. Directive 2024/1760, of the European Parliament and of the Council of 13 
June 2024 on Corporate Sustainability Due Diligence and amending Directive 
2019/1937 and Regulation 2023/2859, 2024 O.J. (L 1760) at Art. 5. 

123. For initial overview of the Regulation’s potential to regulate global value 
chains, see generally Jeffrey Vogt & Ruwan Subasinghe, Protecting Workers’ Rights in 
Global Supply Chains: Will the EU’s Corporate Sustainability Due Diligence Directive Make a 
Meaningful Difference? 57 CORNELL INT’L L.J. 209, (2024); See also Peer C. 
Zumbansen, Global Value Chain Legislation, Modern Slavery, Climate Change and Finance: 
Lessons from the European Corporate Sustainability Due Diligence Directive (‘CSDDD’), 
MCGILL SGI RSCH. PAPERS IN BUS., FIN., LAW AND SOC’Y, Research Paper No. 2024-
08, available at https://ssrn.com/abstract=478460. 

124. Human Rights Committee, Concluding Observations on Italy, supra note 74, 
at ¶¶ 36–37 (expressing concern about Italian companies’ sale of surveillance 
equipment to “Governments with a record of serious human rights violations” and the 
lack of “legal safeguards or oversights mechanisms regarding the export of such 
equipment” and calling on it to ensure that such companies “respect human rights 
standards when engaging in operations abroad.”). 
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as the foreseeability of that activity’s consequences, which the Human 
Rights Committee referred to as reflecting a nexus between a 
government and a corporation acting extraterritorially.125  

Is this framework applicable to the export of commercial 
spyware? More specifically, can we say that states that permit exports 
of commercial spyware by companies domiciled in their territories are 
in a comparable situation to states regulating transnational 
corporations that engage in more mundane commercial activity 
abroad?  

Discussions of the Business and Human Rights framework are 
often informed by certain paradigmatic hypothetical scenarios, such as 
a textile factory with unsafe working conditions or a mine employing 
underaged children. Arguably, such situations differ from the case of 
commercial spyware exports in one important way: in the paradigmatic 
case of commercial spyware exports, the last link in the causal chain, 
the final intervening actor, is not a local business actor who could be 
viewed as part of a single global value chain linked back to the 
transnational corporation. Rather, that ultimate actor is a sovereign 
state, a client of a spyware company, that has paid for the spyware 
system and deploys it independently. This suggests that the way the 
client state deploys the spyware may in practice run counter to its 
agreement with the spyware vendor or that it may be done in a manner 
unknown and unforeseen by either the spyware vendor or the 
exporting state.  

The Human Rights Committee in 2018 expressed its concerns 
about allegations that Italy had exported surveillance equipment to 
states with track records of serious rights’ violations and without 
exercising legal safeguards or oversight mechanisms over such exports. 
It discussed such obligations on the basis of the right to online and 
digital privacy. However, in its operative language, the Committee 
refrains from suggesting that Italy has any binding obligations 
applicable to such exports. Rather, the Committee only suggests that 
Italy should ensure that corporations under its jurisdiction respect 
human rights standards when operating abroad.126  

A 2023 European Parliament recommendation addressed 
problematic spyware export licenses granted by Greece and Cyprus. It 
was found that Greece had allegedly approved the export of spyware 

 

125. Tal Mimran & Lior Weinstein, The Need for Oversight on Surveillance Technologies: 
A (Painful) Perspective from Israel, 29 QUADERNI “LA COMUNITÀ INTERNAZIONALE,” 141, 
179 (2024); Yassin v. Canada, supra note 68, at ¶ 6. 

126. Human Right Com., Concluding Observations: Italy, ¶¶ 36–37, 

UN Doc. CCPR/C/ITA/CO/6 (1 May 2018). 
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developed by the company “Intellexa” operating from its territory to 
countries such as Bangladesh, Sudan, and Madagascar.127 Similarly, 
Cyprus has been identified as a hub for several spyware companies, 
including the NSO Group, which allegedly used Cyprus to circumvent 
legal restrictions in Israel and provide intrusion services.128 In response, 
Greece and Cyprus were called to reassess the export licenses they had 
issued, cancel those that did not comply with the dual-use regulation, 
thoroughly investigate cases of illegal exports, and take further steps to 
strengthen oversight and accountability mechanisms.129 It was not 
alleged, however, that the states were responsible for any subsequent 
human rights abuses arising as a result of the export. 

 

VII. EXPANDING RIGHTS VS EXPANDING OBLIGATIONS  

As the above discussion has demonstrated, in order to invoke an 
end-victim’s right vis-à-vis an exporting state, one must be able to 
locate a corresponding duty binding on that state. However, neither 
plain legal language under human rights law, nor jurisprudence 
concerning extraterritorial jurisdiction, proximity, attribution of 
responsibility or Business and Human Rights, support holding an 
exporting state liable for the victim’s breach of rights. Is there an 
alternative way forward toward holding the exporting state legally 
responsible for the abuse of the technology whose exports it licenses? 

Recalling Hohfeld’s jural correlates, can we locate a duty 
applicable to states which limits states’ ability to export spyware? As 
every student of international law can recite in their sleep, a 
fundamental principle of international law is that limitations upon 
states’ freedom of action cannot be presumed.130 This does not mean 
that one cannot make inferences from the general body of international 
law. International law has developed significantly since the Lotus 
judgment and is rarely completely silent on any particular issue.131 
Nevertheless, where another norm of international law binding on a 

 

127.E U Parliament Recommendation of 15 June 2023, ¶ AD. 

128. Id. ¶ AR. 

129. Id. ¶ AW (20)(b)–(d), 24(a). 

130. S.S. Lotus, 1927 P.C.I.J. (ser. A) No. 10, at 18. 

131. Lauterpacht has further cautioned that “there exists a danger, ever present 
in the administration of justice in general and in international law in particular, that a 
rigid application of tests based on these formal principles [such as the Lotus principle] 
may, by reducing the activity of the judge to a merely automatic function, defeat the 
very end of law.” HERSCH LAUTERPACHT, THE FUNCTION OF LAW IN THE 

INTERNATIONAL COMMUNITY 93 (reprinted. 2011). 
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state cannot be located to limit state discretion in the export of 
spyware, it must be recognized that states generally have a Hohfeldian 
liberty (privilege) to export spyware. As the reader may recall, this 
liberty correlates with a “no-right” that third parties (other states as 
well as non-state actors and individuals) have that the exporting state 
refrains from exporting spyware. It follows that a victim seems to have 
a “no-right”, or in other words, to not have a right opposable to the 
exporting state. This corresponds with the conclusion of the analysis 
in the previous sections, in which no such right could convincingly be 
identified. To put it in more concrete terms, the outcome of this 
analysis is that Khashoggi—to go back to the example mentioned in 
the introduction—has no right opposable to Israel as the exporting 
state of NSO’s Pegasus.  

This state of affairs is clearly unsatisfactory. Could it be altered? 
Per Hohfeld’s account, this could be achieved in two ways: if one could 
establish a novel right opposable to the exporting state, or if one could 
demonstrate that another duty is incumbent on the exporting state, 
thus limiting its liberty.   

Indeed, one way forward, suggested by the jurisprudence of the 
European Court of Human Rights, is to expand our understanding of 
the category of the rights holder. In the Klass case, the Court addressed 
a practice of secret mass surveillance against the public. Due to the 
secrecy of the surveillance practiced, an individual may never realize 
that they suffered a wrong. The Court sought to remedy this situation, 
noting that unless the concept of a “victim” is broadened in such 
circumstances, the right (enshrined in Article 8 of the European 
Convention) would be “reduced to a nullity.”132 In order to ensure that 
surveillance did not remain essentially “unchallengeable” outside the 
state engaging in it, the Court loosened significantly the evidentiary 
requirement to show that the person has been individually harmed: 
“The Court therefore accepts that an individual may, under certain 
conditions, claim to be the victim of a violation occasioned by the mere 
existence of secret measures or of legislation permitting secret 
measures, without having to allege that such measures were in fact 
applied to him.”133  

 

132. Klass v. Germany, App. No. 5029/71, ¶ 36 (Sep. 6, 1978), 
https://hudoc.echr.coe.int/eng?i=001-57510. 

133. Id. ¶ 34; see also Weber v. Germany, App. No. 54934/00, ¶ 78 (June 29, 2006), 
https://hudoc.echr.coe.int/fre?i=001-76586 (finding that the mere existence of secret 
surveillance legislation may interfere with Article 8 even absent proof that the applicant 
was individually monitored); Zakharov v. Russia, App. No. 47143/06, ¶¶ 169–171 
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While this is an important move forward, as the Court itself 
suggested, in many cases victims may never discover that they were 
exposed to the threat of surveillance and thus may never live to enjoy 
this reduced burden of proof, especially when domestic law does not 
require that the subject of surveillance ever be notified of having been 
subject to such measures.134 Conversely, the Court clarified in recent 
years that where the domestic system does contain adequate safeguards 
and effective remedy for a person who suspects that they have been 
subject to surveillance, the burden increases on such applicants to 
demonstrate that “due to their personal situation, they are potentially 
at risk of being subjected to such measures.”135  

One ought also to note that targets of spyware may be targeted 
not as a part of a blanket surveillance operation of the type imagined 
by the Court in Klass. Rather, spyware is more likely to be deployed 
against individual targets, who thus have even less of a chance to ever 
realize that their devices have been infected and information 
exfiltrated. Spyware is designed to remain covert and largely 
untraceable, with detection typically requiring specialized forensic 
expertise that few possess.  

To address the unique challenges posed by the use of spyware, 
where evidence is often concealed, the Special Rapporteur on 
Promotion and Protection of Human Rights and Fundamental 
Freedoms while Countering Terrorism  advocated a shifting of the 
burden of proof.136 The Northern California District Court similarly 
facilitated the plaintiffs’ access to remedy in the case of WhatsApp v. 
NSO, by using evidentiary sanctions, restricting NSO’s ability to 
present or challenge evidence.137 This allowed the plaintiffs to 
overcome obstacles created by NSO’s attempts to withhold documents 

 

(Dec. 4, 2015), https://hudoc.echr.coe.int/eng?i=001-159324 (finding that an 
applicant can claim to be the victim of a violation occasioned by the mere existence of 
secret surveillance measures, or legislation permitting secret surveillance measures 
without proving that individual measures had been applied to him). 

134. Zakharov, App. No. 47143/06, ¶¶ 175–177. 

135. Wieder v. UK, App. Nos. 64371/16, 64407/16, ¶ 97 (Dec. 12, 2023), 
https://hudoc.echr.coe.int/?i=001-226468 (quoting Zakharov, App. No. 47143/06, ¶ 
171). 

136. Aoláin (U.N. Special Rapporteur on the Promotion and Protection of 
Human Rights and Fundamental Freedoms while Countering Terrorism), supra note 
16, at 88–89. 

137. Asaf Lubin, Unpacking WhatsApp’s Legal Triumph Over NSO Group, LAWFARE 
(Jan. 7, 2025), https://www.lawfaremedia.org/article/unpacking-whatsapp-s-legal-
triumph-over-nso-group. 
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critical to proving their claims, and paved the way for the Court’s 
ultimate imposition of direct civil liability on NSO.138 

An alternative route to expanding the category of victims or 
easing the level of proof required would be to expand the duties 
applicable to spyware exporting states. Here, rather than human rights 
law, the relevant international law framework is the one pertaining to 
arms exports. However, binding international law norms regulating the 
export of weapons are few and far between.  

The two key instruments which warrant mention in the context 
of spyware are the Arms Trade Treaty (ATT) and the Wassenaar 
Arrangement. The ATT is a multilateral convention that regulates the 
international trade in conventional arms which entered into force in 
2014. 118 states have ratified the treaty, and a further twenty-five states 
have signed but not ratified it.139 The ATT is the first multilateral treaty 
to strive for binding universal regulation of trade in arms and covers a 
range of weapons, tanks, combat aircrafts and warships.140 It was 
established in order to generate common international standards for 
trade in conventional arms, to promote cooperation around the setting 
and enforcement of such standards, and to prevent illicit trade and 
acquisition of arms by states and non-state actors who are likely to 
deploy them in a manner leading to human suffering or to the 
disruption of international peace, security and stability.141  

However, the ATT does not apply to the sale of dual-use items, 
including surveillance technology.142 Despite its inapplicability, the 
ATT is worth considering as a tool for the regulation of spyware 
exports due to the binding mechanisms it establishes. ATT Article 6 
requires state parties to refrain from authorizing the transfer of 
conventional arms in violation of Security Council-imposed arms 
embargoes; contrary to other relevant international treaty obligations, 
or if they know that the arms will be used to commit genocide, crimes 
against humanity, grave breaches of the Geneva Conventions, or other 
serious international crimes. Consequently, Article 7 requires states to 
assess the risk of each arms transfer before authorizing it, and to 
consider measures to mitigate this risk, thus creating a due diligence 
obligation for exporting states. Under Articles 12 and 13, states are 

 

138. WhatsApp Inc. v. NSO Grp. Techs. Ltd., No. 19-CV-07123-PJH, 2024 WL 
5190365, at *7– 9 (N.D. Cal. Dec. 20, 2024). 

139. Treaty Status, ARMS TRADE TREATY, https://thearmstradetreaty.org/treaty-
status.html (last visited Jan. 20, 2026). 

140. Arms Trade Treaty, supra note 21, at Art. 2. 

141. Id. at Art. 1. 

142. Id. at Art. 2. 
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encouraged to keep records of all transfers and report on them to the 
United Nations on an annual basis.  

The ATT is an important example leading the way for more 
expansive regulation and limitation of trade in additional types of arms. 
Nevertheless, the fact that it establishes explicit, binding obligations 
with respect to the weapons covered also highlights the lack of parallel 
obligations on types of weapons and dual-use items not covered by it, 
and arguably underscores the absence of a general obligation in this 
regard. Extending its coverage to spyware and other intrusion software 
would be a significant way forward in regulating their exports. 

The only international instrument expressly applicable to spyware 
is the Wassenaar Arrangement (WA) on Export Controls for 
Conventional Arms and Dual-Use Goods and Technologies, a 
multilateral export control regime between forty-two participating 
states, established in 1996.143 Like the ATT, its aim is to prevent 
“destabilising accumulations” of arms in the hands of actors which 
would give rise to serious concern. However, the WA covers a much 
wider range of products and technologies than the ATT, including not 
only weapons and munitions, missiles and rocket systems but also 
sensors and laser systems, materials and chemicals, electronics and 
computers, including particularly systems of “intrusion software,”144 
and “mobile telecommunications [] interception” equipment.145 The 
deployment of spyware is further prohibited under the category of “IP 
network communications surveillance.”146  

Nevertheless, although the WA aims to promote greater 
responsibility in the transfer of conventional arms as well as dual-use 
goods and technologies, it is not a binding treaty, nor does it establish 
any formal scrutiny mechanism. Instead, what the WA seeks to do is 

 

143. The Wassenaar Arrangement at a Glance, ARMS CONTROL ASSOCIATION, 
https://www.armscontrol.org/factsheets/wassenaar (last visited Mar. 3, 2025). 

144.Wassenaar Arrangement on Export Controls for Conventional Arms and 
Dual-Use Goods and Technologies, List of Dual-Use Goods and Technologies and Munitions 
List, Category 4.A.5, WA-LIST (25) 1 Corr. (last updated Jan. 15, 2026). Intrusion 
software is defined in the Wassenaar Arrangement as follows: “‘Software’ specially 
designed or modified to avoid detection by ‘monitoring tools’, or to defeat ‘protective 
countermeasures’, of a computer or network-capable device, and performing [either] 
a. The extraction of data or information, from a computer or network-capable device, 
or the modification of system or user data; or b. The modification of the standard 
execution path of a ‘program’ or process in order to allow the execution of externally 
provided instructions.”  Id. at Definitions, Category 4, 5P2 (defining “intrusion 
software”). 

145. Id. at Category 5.A.1.f. 

146. Id. at Category 5.A.1.j. 
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provide a forum for participating states to exchange information, 
discuss policies and practices and to generate common export control 
standards. The WA is a voluntary regime, meaning that even those 
states that chose to participate are not legally obligated to implement 
its controls, but only declaratively commit to upholding the 
Arrangement’s principles and objectives. The WA is therefore not 
binding formally—neither on the parties participating in it; nor, 
obviously, on those states that are not parties.  

Moreover, even if it were binding, it is doubtful whether the WA 
in its current form could serve as an effective framework for respecting 
human rights in light of its structural difficulties. As the Special 
Rapporteur on the Promotion and Protection of Human Rights and 
Fundamental Freedoms while Countering Terrorism notes, the fact 
that the implementation of the arrangement at the national level 
remains at the discretion of the states, along with the lack of explicit 
reference to human rights as a guiding principle in the granting of 
export licenses (and in general), undermines its potential to address the 
misuse of surveillance technologies.147 

In the European Union, the export control mechanism adopted 
to implement the obligations under the WA regarding ‘dual-use’ 
technologies is the Recast Dual-Use Regulation, which was last 
updated in 2021.148 The Regulation underscores the importance of 
preventing the misuse of cyber-surveillance items for internal 
repression or serious human rights violations.149 It mandates exporters 
to conduct due diligence and instructs member states to consider 
factors such as “intended end-use and the risk of diversion” as well as 
the implementation of due diligence by the exporter when approving 
export applications.150 Furthermore, authorization is required not only 
for the listed items but also for non-listed items when the exporters 
find that exports may be intended for use in connection with internal 

 

147. Aoláin (U.N. Special Rapporteur on the Promotion and Protection of 
Human Rights and Fundamental Freedoms while Countering Terrorism), supra note 
16, at 76–77. 

148. European Parliament and Council Regulation 2021/821 of May 20, 2021, 
Setting up a Union regime for the control of exports, brokering, technical assistance, 
transit and transfer of dual-use items (recast), 2021 O.J. (L 206) 1 [hereinafter “EU 
Regulation 2021/821”]. 

149. Id. at Recital 2; Aoláin (U.N. Special Rapporteur on the Promotion and 
Protection of Human Rights and Fundamental Freedoms while Countering 
Terrorism), supra note 16, at 77. 

150. EU Regulation 2021/821 at Recital 7, arts. 2(21), 15(1)(d), 15(2). 
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repression or the commission of serious violations of human rights and 
international humanitarian law.151  

While the European Regulation represents progress in 
incorporating human rights considerations into the export 
authorization process, its effectiveness as a framework for ensuring 
state accountability for human rights violations remains uncertain. As 
the Special Rapporteur notes, the criterion limiting exports is a soft 
one, allowing governments significant discretion to claim they have 
considered human rights implications while at the same time 
proceeding with transactions that may still raise serious concerns. It 
further does not grant individuals any obvious recourse to monitor or 
challenge the degree to which states have met their obligations.152 

VIII. CONCLUSION  

Despite the unsatisfactory present state of the law described in 
this article, I argue that of the two Hohfeldian options—identifying a 
right for the victim of spyware opposable to the exporting state or 
demonstrating a duty incumbent on that state—pursuing the latter 
seems to be the more promising path forward. The international law 
of arms trade is in its infancy. Pursuing an expansion of ATT-
equivalent obligations to dual-use items such as military-grade spyware 
seems to be more structurally salient than further expanding already 
expansive extraterritorial human rights obligations so as to hold 
exporting states accountable for harms ultimately generated by other 
sovereign states.  

In his 2019 report, the Special Rapporteur on Freedom of 
Expression noted that “[s]urveillance of individuals—often journalists, 
activists, opposition figures, critics and others exercising their right to 
freedom of expression—has been shown to lead to arbitrary detention, 
sometimes to torture and possibly to extrajudicial killings.”153  

While human rights are obviously at risk as a result of abuse of 
surveillance technology, this article challenges the feasibility of 
leveraging the international human rights framework as a tool for 
holding exporting states accountable. Identifying direct obligations 
under human rights law applicable to exporting states to respect or 

 

151. Id. at arts. 3, 5(1), 5(2). 

152. Aoláin (U.N. Special Rapporteur on the Promotion and Protection of 
Human Rights and Fundamental Freedoms while Countering Terrorism), supra note 
16, at 78–80. 

153. Kaye (U.N. Special Rapporteur on the Promotion and Protection of the 
Right to Freedom of Opinion and Expression), supra note 5, at 3. 
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ensure human rights against violations arising from the use of exported 
surveillance technology by other sovereign states faces significant 
challenges on grounds of jurisdiction, proximity and attribution, and 
are insufficiently developed in the Business and Human Rights 
framework. Instead, in order to mitigate the human rights risks 
associated with the use of surveillance technology, I have argued that 
it is imperative to strengthen the international regulation on trade in 
arms, and expand its applicability to also cover international trade in 
spyware.  The most foreseeable obstacle remains political will. Still, the 
cumulative and well-documented harms enabled by spyware may, in 
time, generate the public pressure necessary to advance meaningful 
regulatory change. 

 


